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Corporate Identity Protection Bulletin

The purpose of this bulletin is to provide you with a brief overview of the coverage and instructions to properly issue a general liability or a professional policy with a corporate identity protection (CIP) endorsement attached.  A list of forms, rules pages, application, underwriting guidelines and a link to a Federal Trade Commission website training tool or equivalent pdf document are contained in this bulletin.
Coverage Overview
The Lexington Programs Division’s CIP coverage is a claims made defense within limits format that provides three CIP coverage grants:
1. Personal Identity Liability - This coverage is designed to pay for liability claims resulting from security breaches that result, or could result, in third parties’ personal information being fraudulently used by an unauthorized person.
2. Administrative Action – This coverage will pay defense costs incurred by the insured in the defense of an Administrative Action such as an investigation, settlement, or formal adversarial administrative proceeding against the insured by a governmental agency.

3. Identity Event Reimbursement Coverage - This coverage is designed to pay reasonable expenses to mitigate the potential for a Personal Identity Liability loss post event.  These expenses include forensic investigator to determine the extent of the security breach, notification costs to educate the general public post event, identity theft education and credit file monitoring.  This coverage also provides public relation expenses to protect the reputation of the insured post event.  

Limits

Option A:
Option B
Option C

Limit Combination

  CIP Aggregate 


50,000

100,000
250,000

  Personal ID Liability


50,000

100,000
250,000

  Administrative Action


25,000

 50,000
  
75,000

  Identity Event Reimbursement

25,000
 
 50,000 
75,000

  Retention


   
2,500
      
 2,500
   
2,500

Forms
107967 Corporate Identity Protection Endorsement for CGL

107966 Corporate Identity Protection Coverage Extension Endorsement (professional) 

[image: image1.emf]107966 (02-11) CIP  Coverage Extension Endorsement for Lex PL products.doc



 EMBED Word.Document.8 \s [image: image2.emf]107967 (02-11) CIP  Endorsement CGL.doc


State Exceptions

108093 CIP NH (GL)
108094 CIP AK (GL)
108096 MS Amendatory Endorsement (GL)
108104 MS Amendatory Endorsement (professional)


[image: image3.emf]108093 (08-11) NH   CIP Endorsement CGL.doc



 EMBED Word.Document.8 \s [image: image4.emf]108094 (08-11) AK   CIP Endorsement CGL.doc



 EMBED Word.Document.8 \s [image: image5.emf]108096 (08-11) MS  Amendatory Endorsement.doc



 EMBED Word.Document.8 \s [image: image6.emf]108104 (08-11) MS  Amendatory Endorsement prof.doc


Rates/Rules
CIP Rate Sheet






PREMIUM
LIMIT 

RETENTION 
TIER I
TIER II
TIER III 

50,000

2500

125
199
261
100,000
2500

225
358
470

250,000
2500

450
716
940 (referral to program manager for this limit) 
Attached to this bulletin are the filed rule pages.  For ease of use, displayed above are the actual rates for each limit and tier.   
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 EMBED Word.Document.8 \s [image: image8.emf]KS CIP Rule Page  (06-11).doc



 EMBED Word.Document.8 \s [image: image9.emf]MS CIP Rule Page  final professional (08-11).doc



 EMBED Word.Document.8 \s [image: image10.emf]VA CIP Rule Page  FINAL- no refer to company ILF.doc
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Please note the several ineligible classes and tier definitions in the rules pages. 
· Tier I Classes - Companies whose only personal information is relative to employees. Examples include manufacturing and wholesale.
· Tier II Classes - Companies that keep financial or account number information on individual customers, but do not keep customers’ social security numbers. Examples include Retail and Churches.
· Tier III Classes - Companies with customers’ social security numbers. Examples include Apartments, Health Care, professional services, Higher Education.
Underwriting Guidelines
Attached is the Underwriting Guidelines which includes ineligible classes, ineligible size account (>$20,000,000 revenues), ineligible underwriting characteristics based on a required completed application (coverage can not be bound without a completed application), FTC link to the five key principals to loss control for CIP (must provide link to every insured or pdf copy), limits referral requirement and retroactive date specifications.  


[image: image13.emf]bus69-protecting-per sonal-information-guide-business.pdf

        
[image: image14.emf]Corporate Identity  Protection Underwriting Guidelines.doc


http://www.ftc.gov/bcp/edu/microsites/infosecurity/order.html  
Above is a link for loss control information to be provided to every insured.

Retroactive Date

Retroactive Date is the effective date of the first CIP policy issued by Lexington Programs.  
Application
This application must be completed for every new and renewal insured. 

[image: image15.emf]CIP application  7-27-11.doc


States Approved (As of October 2011. – please request updates from your program manager)
107967 Corporate Identity Protection Endorsement for CGL is approved in 42 states and pending in 1 state.  CIP coverage is not available in AR, IL, ME, MO, NY, OK, VT. 

107966 Corporate Identity Protection Coverage Extension Endorsement (professional) is approved in 31 states and pending in 5 states.   CIP professional coverage is not available in AR, IL, ME, MO, NY, OK, VT.  

Policy Issuance
Forms are available in the Coverall Forms Library and attached for any proprietary systems.  Until Coverall is programmed, the user must select the form from the Forms Library; use the manuscript screen to insert the premium and coverage limits display.  

Sample CIP CGL Limits& Premium Display 

	CIP Aggregate Limit of Liability
	$50,000
	

	a. Personal Identity Liability Limit
	$50,000
	For all “personal identity claims”

	b. Administrative Action Limit
	$25,000
	for all “administrative actions”

	c. Identity Event Reimbursement Limit
	$25,000
	for all “personal identity events”

	Retention 
	$2,500
	for each “personal identity event”

	Retroactive Date: 10/1/2011 (insert date of first CIP policy) 


CIP Premium: $125

Coding: 107967 CIP for GL is coded to the GL premium.  107966 CIP for Professional is coded to the underlying professional policy premium.  
Please contact your Program Manager for any questions including for all proprietary systems. Your program manager will work with you to formulate a plan for non Coverall policy issuance systems.  
The Program Division is a division of the property & casualty subsidiaries of Chartis U.S., Inc. The material contained herein is proprietary and is intended for use only by Program Administrators.  Unauthorized disclosure, dissemination, copying, or other use of this material without the express written permission of the Program Division is strictly prohibited.

PROGRAM DIVISION
100 Summer Street/19th Floor, Boston, MA 02110

phone 617-330-1100 / fax 617-330-8595

[image: image16.jpg]_1379318604.doc


ENDORSEMENT


THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY.


This endorsement, effective at 12:01 A.M.

forms a part of


Policy No. 




Issued to:


By:


CORPORATE IDENTITY PROTECTIONSM ENDORSEMENT

for Commercial General Liability Coverage Policy

This endorsement modifies insurance provided by the policy:


NOTICE:  THE COVERAGE PROVIDED UNDER THIS ENDORSEMENT REQUIRES THAT A “PERSONAL IDENTITY EVENT” BE FIRST DISCOVERED DURING THE POLICY PERIOD AND REPORTED TO THE COMPANY DURING THE “NOTICE PERIOD”. 

NOTICE:  THE LIMITS OF INSURANCE AVAILABLE TO PAY JUDGMENTS AND/OR SETTLEMENTS SHALL BE REDUCED BY AMOUNTS INCURRED FOR “DEFENSE COSTS”.


ENDORSEMENT SCHEDULE


		CIP Aggregate Limit of Liability

		$

		



		a. Personal Identity Liability Limit

		$

		For all “personal identity claims”



		b. Administrative Action Limit

		$

		for all “administrative actions”



		c. Identity Event Reimbursement Limit

		$

		for all “personal identity events”



		Retention 

		$

		for each “personal identity event”



		Retroactive Date: 





A. The following is added to SECTION I. – COVERAGES:

COVERAGE D.  PERSONAL IDENTITY LIABILITY

1. Insuring Agreement

a. We will pay those sums, in excess of the applicable Retention, that the insured becomes legally obligated to pay as damages resulting from a “personal identity claim” arising out of a “personal identity event” first discovered by the insured during the policy period and reported to us during the “notice period”. We will have the right and the duty to defend the insured against any “suit” seeking such damages.  However, we will have no duty to defend the insured against any “suit” to which this insurance does not apply.  But:

(1) The amount we will pay for damages and “defense costs” is limited as described in SECTION III – Limits of Insurance as amended by this endorsement; and


(2) Our right and duty to defend ends when we have used up the applicable limit of insurance in the payment of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

b. We will pay for “defense costs” the insured incurs with our prior written consent in the defense of an “administrative action” arising out of a “personal identity event” first discovered by the insured during the policy period and reported to us during the “notice period”. We have the right, but not the duty, to defend the insured against any such “administrative action”. Our obligation to pay such “defense costs” ends when we have used up the applicable limit of insurance in the payments of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

c. We may, at our discretion, investigate any “personal identity claim” against any insured.  In the event “we” investigate any “personal identity claim” and the insured incurs “defense costs” with our prior written consent as a result of such investigation, we shall pay such “defense costs”. 

d. We have the right, but not the duty, to settle any “personal identity claim” against any insured with your written consent.  Our duty to defend ends if you fail or refuse to consent to a settlement we recommend and the claimant will accept.  You must then defend the “Personal Identity Claim” at your own expense.  As a consequence of such failure or refusal, our liability for damages and “defense costs” shall not exceed the amount for which we could have settled such “Personal Identity Claim” had you consented, plus “defense costs” incurred prior to the date of such failure or refusal.

e. For the coverage under subparagraphs 1.a. or 1.b. above to apply, all of the following conditions must be met:

(1) the “personal identity event” must have been first discovered during the policy period and reported to the Company prior to the end of the “notice period”; 


(2) the “personal identity event” must have occurred after the “retroactive date” and within the “coverage territory”; and 


(3) prior to the effective date of this policy, no insured described in Paragraph I of SECTION II – WHO IS AN INSURED had knowledge of the “personal identity event”, or of any circumstances likely to give rise to a “Personal Identity Claim” or “administrative action” under this policy, whether or not such “Personal Identity Claim” or “administrative action” is disclosed in the application for this policy. 

2. Exclusions

This insurance does not apply to:

a. any damages, “defense costs”, “identity event reimbursement expenses” or “personal identity event” arising out of or resulting, directly or indirectly, in whole or in part, from any dishonest, fraudulent, criminal or malicious act, error or omission, or any intentional or knowing violation of the law or your “privacy policy”, or gaining of any profit or advantage to which the insured is not legally entitled, if committed by any of:


(1) your directors, officers, trustees, governors, management committee members, members of the management board or partners (or equivalent positions), whether acting alone or in collusion with other persons; or


(2) your “employees” (other than officers) if any of your elected or appointed officers possessed, at any time, knowledge of any such:


i.  dishonest, fraudulent, or criminal or malicious act error or omission;


ii. Intentional or knowing violation of the law or your “privacy policy”; or


iii. Gaining of any profit or advantage to which the insured is not legally entitled; 


provided, however, we will defend “suits” alleging any of the foregoing conduct, until there is a judgment against, final adjudication against, adverse finding of fact against, adverse admission by, or plea of nolo contendere or no contest by, the insured as to such conduct, at which time the insured shall reimburse us for “defense costs”;


b. any “personal identity event” that any of your directors, officers, trustees, governors, management committee members, members of the management board or partners (or the equivalent positions)  knew or reasonably could have foreseen prior to the occurrence of that “personal identity event”;

c. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from physical injury, sickness, disease, disability, shock or mental anguish sustained by any person, including without limitation, required care, loss of services or death at any time resulting therefrom;

d. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, in whole or in part, from any of the following:


(1) fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, landslide, hail, an act of God or any other physical event, however caused;

(2) strikes or similar labor action, war, invasion, act of foreign enemy, hostilities or warlike operations (whether declared or not), civil war, mutiny, civil commotion assuming the proportions of or amounting to a popular rising, military rising, insurrection, rebellion, revolution, military or usurped power, or any action taken to hinder or defend against these actions; or

(3) electrical or mechanical failures, including any electrical power interruption, surge, brownout or blackout; a failure of telephone lines, data transmission lines, satellites or other infrastructure comprising or supporting the Internet, unless such lines or infrastructure were under the insured’s operational control;


e. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from any (1) presence of “pollutants”, (2) the actual or threatened discharge, dispersal, release or escape of “pollutants”, or (3) direction or request to test for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way respond to or assess the effects of “pollutants”;

f. any “personal identity event” that was not properly reported to us during the “notice period”;


g. any “personal identity claim” seeking non-monetary relief, including without limitation, injunctive relief declaratory relief, or other equitable remedies;


h. any expenses incurred as a result of regularly scheduled, recurring or routine regulatory examinations, inquiries or compliance activities;

i. any liability or obligation of any insured under any contract or agreement; however, this exclusion shall not apply to liability the insured would have in the absence of such contract or agreement;


j. any “personal identity claim” alleging, arising out of or resulting, directly or indirectly, from any purchase, sale, or offer or solicitation of an offer to purchase or sell securities, or any violation of any securities law, including the Securities Act of 1933, as amended, or the Securities Exchange Act of 1934, as amended, or any regulation promulgated under the foregoing statutes, or any federal, state or local laws similar to the foregoing statutes (including “Blue Sky” laws), whether such law is statutory, regulatory or common law;

k. any “personal identity event” resulting from failure of the insured:

(1) to use, maintain and update at a minimum every ninety (90) days, when necessary, anti-virus software, firewall software on all broadband or high-speed connections to the Internet and software security patches; or

(2) to comply with all data security standards issued by credit card issuers or financial institutions with whom the insured transacts business, if the insured processes, stores or handles credit card information;

l. any “personal identity event” that first occurred prior to the Retroactive Date set forth in the ENDORSEMENT SCHEDULE;

m. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from the infringement of copyright, patent, trademark, trade secret or other intellectual property rights;

n. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from any discrimination against any person or entity on any basis, including but not limited to: race, creed, color, religion, ethnic background, national origin, age, handicap, disability, sex, sexual orientation or pregnancy; or; 

o. any “personal identity claim” against an insured that is brought, directly or indirectly, by or on behalf of:

(1) any insured;


(2) any entity that is owned, managed or operated, directly or indirectly, in whole or in part, by an insured; or

(3) any parent company, subsidiary, director, officer, partner, trustee, successor or assignee of an insured, or anyone affiliated with an insured or such business entity through common majority ownership or control,

provided, however, this exclusion shall not apply to any “personal identity claim” brought by or on behalf of an insured whose “personally identifiable information” is the subject of an otherwise covered “personal identity event”.  Notwithstanding the foregoing, there shall be no coverage for any counterclaims against such insured.


COVERAGE E.  IDENTITY EVENT REIMBURSEMENT COVERAGE 


1. Insuring Agreement

a. We will reimburse you for all reasonable “identity event reimbursement expenses” incurred by you in excess of the applicable Retention, resulting from a “Personal Identity Claim” first discovered by the insured during the policy period and reported to us during the “notice period”. But:


(1) The amount we will reimburse you for “identity event reimbursement expenses” is limited as described in SECTION III – Limits of Insurance as amended by this endorsement.

a. For the coverage under subparagraphs 1.a. or 1.b. above to apply, all of the following conditions must be met:

(1) the “personal identity event” must have been first discovered during the policy period and reported to the Company prior to the end of the “notice period”; 


(2) the “personal identity event” must have occurred after the “retroactive date” and within the “coverage territory”; and 


(3) prior to the effective date of this policy, no insured described in Paragraph I of SECTION II – WHO IS AN INSURED had knowledge of the “personal identity event”.

2. Exclusions

All exclusions which are applicable to COVERAGE D., PERSONAL IDENTITY LIABILITY, shall apply to COVERAGE E., IDENTITY EVENT REIMBURSEMENT COVERAGE. 

B. With respect to COVERAGE A. BODILY INJURY AND PROPERTY DAMAGE LIABILITY and COVERAGE B. PERSONAL AND ADVERTISING INJURY LIABILITY, subparagraph 1.a.(2) of each Coverage is deleted and replaced with the following:


(2)
Our right and duty to defend ends when we have used up the applicable limit of insurance in the payment of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

C. Paragraph 1. of SECTION III – LIMITS OF INSURANCE is deleted and replaced with the following:

1. The Limits of Insurance shown in the Declarations and the Endorsement Schedule of the Security and Privacy Liability Endorsement and the rules below fix the most we will pay regardless of the number of:

a. Insureds;

b. Claims made, “suits” or “administrative actions” brought or “personal identity events” discovered; or

c. persons, organizations or governmental agencies making, bringing or filing claims, “personal identity claims”, “suits” or “administrative actions”. 

D. Paragraph 2. of SECTION III – LIMITS OF INSURANCE is deleted and replaced with the following:

2. The General Aggregate Limit shown in the Declarations is the most we will pay for the sum of:


a. Medical expenses under Coverage C;


b. Damages under Coverage A, except damages because of “bodily injury” or “property damage” included in the “products‑completed operations hazard”;

c. Damages under Coverage B;

d. Damages and “defense costs” under Coverage D; and


e. “Identity event reimbursement expenses” under Coverage E.

E. Solely with respect to the coverage provided by this endorsement, paragraphs 8., 9., 10., and 11. are added to SECTION III – LIMITS OF INSURANCE after paragraph 7. and prior to the last existing paragraph of that section as follows:

8.
Subject to Paragraph 2. above, the CIP Aggregate Limit of Liability shown in the Endorsement Schedule is the most we will pay for the sum of all damages and “defense costs” under Coverage D and “identity event reimbursement expenses” under Coverage E.

9.
Subject to Paragraphs 8. above, the Personal Identity Liability Limit shown in the Endorsement Schedule is the most we will pay for the sum of all damages and “defense costs” under Coverage D, regardless of the number of persons, occurrences, or entities covered by this policy, claimants or “personal identity claims” brought against the insured.

10.
Subject to Paragraph 9. above, the Administrative Action Limit shown in the Endorsement Schedule is the most we will pay as “defense costs” under this policy, in the aggregate, for all “administrative actions” during the policy period combined, regardless of the number of persons, occurrences, or entities covered by this policy, claimants or “administrative actions” brought against the insured. 

11.
Subject to Paragraph 8. above, the Identity Event Reimbursement Limit shown in the Endorsement Schedule is the most we will pay for all “identity event reimbursement expenses” under Coverage E, regardless of the number of persons, occurrences, or entities covered by this policy.      

F. For the coverages provided by this endorsement only, Paragraph 18. in SECTION V – DEFINITIONS is deleted in its  entirety and replaced with the following:

18.
“Suit” means a civil proceeding alleging a “personal identity event”, seeking monetary relief that is commenced by service of a summons and a complaint or similar pleading.  “Suit” also includes a binding arbitration proceeding alleging a “personal identity event,” seeking monetary relief, and to which the insured must submit or does submit with our prior written consent. “Suit” does not include an “administrative action”.

G. In addition to the definitions in SECTION V – DEFINITIONS which apply to COVERAGE D and E, the following additional definitions apply to Coverage D and E only:

1. “Administrative action” means and is limited to:

a. an investigation of the insured after written notice is sent to the insured by,

b. negotiation of a consent order against the insured with, or

c. formal adversarial administrative proceeding against the insured instituted by,

a United States or Canadian federal, state, provincial or territorial regulatory agency, arising solely out of a “personal identity event” first discovered by an insured during the policy period and reported to us within the “notice period”.


2. “Crisis expenses” means the reasonable and necessary charges and fees incurred by you within six (6) months following discovery of a “personal identity event” covered under this policy, for:

a. the services of a public relations firm, crisis management firm, or law firm hired or appointed by us, or by you with our prior written consent, retained solely for the purpose of restoring the confidence of your customers, investors and employees; and

b. the services of a forensic investigator or firm hired or appointed by us, or by you with our prior written consent, retained solely for the purposes of determining the extent of the “personal identity event” and the identities of those individuals whose “personally identifiable information” is, or may have been, the subject of such “personal identity event”.

3.  “Defense costs” means reasonable and necessary fees, costs and expenses (including premiums for any appeal bond, attachment bond or similar bond, but without any obligation to apply for or furnish any such bond or to appeal), charged by an attorney selected by us to represent you and incurred by us or by you with our written consent, and resulting solely from the investigation, adjustment, defense and appeal of any “personal identity claim”, “suit” or “administrative action” against you.  “Defense costs” shall not include compensation or expenses of any insured and shall not include ongoing monitoring or the costs of implementing any changes required or consented to for regulatory compliance.

4. “Identity event reimbursement expenses” means:


a. “crisis expenses”,


b. “notification costs”, and


c. “post event services expenses”. 


5.  “Information holder” means a third party that you have provided “private information” to and with whom you have entered into a contract that requires such party to protect such “personally identifiable information”.

6. ”Notification costs” means and is limited to the reasonable and necessary costs incurred by you with our prior written consent, within one (1) year following discovery of a “personal identity event” covered under this policy, for:

a. newspaper or other printed media, radio and television advertisements, or correspondence intended to inform or educate the general public, that cite a “personal identity event” and advise any individual whose “personally identifiable information” is the subject of such “personal identity event” of any available remedy; and

b. correspondence or any other communication directed to any individual whose “personally identifiable information” is the subject of a “personal identity event” for purposes of notifying them of the “personal identity event” and any available remedy.


7. “Notice period” means the sixty (60) day period of time the insured shall have to notify us that a “personal identity event” has occurred. The “notice period” shall commence immediately upon first discovery of the “personal identity event” by an insured.

8. “Personally identifiable information” means any of the following: (1) information from which an individual may be uniquely and reliably identified or contacted, including, without limitation, an individual’s name, address, telephone number, social security number, account relationships, account numbers, account balances, account histories and passwords; (2) information concerning an individual that would be considered nonpublic personal information within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 Stat. 1338) (as amended) and its implementing regulations; and (3) information concerning an individual that would be considered protected health information within Health Insurance Portability and Accountability Act of 1996 (as amended) and its implementing regulations. 

9. “Personal identity claim” means a written demand for money, including a “suit”.

10. “Personal identity event” means any event involving you that has resulted in, or could reasonably result in, the fraudulent use of “personally identifiable information”, that is or was in the care, custody or control of an insured or “information holder”.  All “personal identity claims”, “administrative actions”, damages, “defense costs”, and “identity event reimbursement expenses” resulting from the same, continuous, related or repeated event or which arise from the same, related or common nexus of facts will be deemed to arise out of one “personal identity event”.  


11. ”Post event services expenses” means reasonable fees and expenses incurred by you with our prior written consent, for any service specifically approved by us in writing, including without limitation, identity theft education and assistance and credit file monitoring.  Such services must be provided by you or by a third party on your behalf within one (1) year following discovery of a “personal identity event” covered under this policy to any individual whose “personally identifiable information” is the subject of that “personal identity event” for the primary purpose of mitigating the effects of such “personal identity event”. 

12. “Privacy policy” means any policy in any form regarding the collection, dissemination, storage, or treatment of information regarding individuals.

13.  “Retroactive date” means the respective dates set forth in the ENDORSEMENT SCHEDULE.

H. Solely with respect to the coverage provided by this endorsement, Paragraph 2. of SECTION IV – COMMERCIAL GENERAL LIABILITY CONDITIONS is deleted and replaced with the following:


2. Duties In The Event of a “Personal Identity Event” 

a. Before coverage will apply under this policy, the insured shall notify us in writing as soon as practicable within the “notice period” of a “personal identity event” first discovered by an insured during the policy period.   Notice must include::

(1) how, when and where the “personal identity event” took place;

(2) the number of individuals and type of “personally identifiable information” involved in the “personal identity event”; and

(3) upon our request, the names and addresses of any individuals effected by the “personal identity event”.

b. The insured shall also provide us written notice of any “personal identity claim” or “administrative action” arising from such “personal identity event” reported in accordance with paragraph A above, as soon as practicable after such “personal identity claim” or “administrative action” is made.

c. In the event of a “personal identity claim”, the insured shall immediately record the specifics of the “personal identity claim” and the date such insured first received such claim.  The insured shall also:

(1) immediately send us copies of any demands, notices, summonses or legal papers received in connection with the “personal identity claim”;


(2) authorize us to obtain records and other information; and

(3) give us and any counsel we select to represent an insured in connection with a “suit” or to investigate any “personal identity claim”, full cooperation and such information as we or such counsel may reasonably require, including, but not limited to, assisting us or such counsel in:

i. any investigation of a “personal identity claim”, or other matter relating to the coverage afforded under this policy (including submission to an examination by us or our designee, under oath if required by us);

ii. making settlements;

iii. enforcing any legal rights the insured or we may have against any person or entity who may be liable to the insured;

iv. attending depositions, hearings and trials;

v. securing and giving evidence, and obtaining the attendance of witnesses; and 

vi. any inspection or survey conducted by us.

d. In the event of an “administrative action”, the insured shall notify us whether the insured has any other insurance policy, prepaid legal service contract or legal practitioner retainer agreement available to him/her with respect to such “administrative action”.   The insured shall also:

(1) send to us, as soon as practicable, copies of any notices, complaints or other legal papers received in connection with any “administrative action”;

(2) authorize us to obtain records and other information; and


(3) furnish us, upon our request, with records and other information and submit to an interview by us or our representative concerning the full extent of their knowledge of the events leading to the “administrative action”.  We shall also be entitled to immediately receive upon request copies of any regulatory agency correspondence the insured received relating to such “administrative action”, including without limitation any correspondence which may have predated the date of application for coverage under this policy.

e. Under all circumstances, no insured shall admit any liability, assume any financial obligation, pay any money, or incur any expense in connection with any “personal identity event” without our prior written consent.  If any insured does, it will be at such insured’s own expense.

f. The insured shall take reasonable steps to prevent a “personal identity event” and to mitigate the damages arising out of a “personal identity event”.  In all events, no insured shall take any action, or fail to take any action, without our prior written consent, which prejudices our rights under this policy.

I.
Paragraph 4. Other Insurance of SECTION IV – COMMERCIAL GENERAL LIABILITY CONDITIONS is amended by replacing the opening clause with the following: 

If other valid and collectible insurance is available to the insured for a loss we cover under Coverages A, B D or E of this Policy, our obligations are limited as follows:

J.
Solely with respect to the coverage provided by this endorsement, the following section is added to the policy:


CIP-I.
RETENTION


The insured shall be responsible for the applicable Retention set forth in the Endorsement Schedule and such Retention amount must remain uninsured. The Retention applies to each “personal identity event”.  In our sole and absolute discretion without prior notice to the insured, we may advance all or part of the Retention in which case the insured agrees to repay us promptly after we notify the insured of that payment.

All other terms and conditions of the policy remain the same.






__________________________
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ENDORSEMENT


THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY.


This endorsement, effective at 12:01 A.M.

forms a part of


Policy No. 




Issued to:


By:


CORPORATE IDENTITY PROTECTIONSM ENDORSEMENT

for Commercial General Liability Coverage Policy - Alaska

This endorsement modifies insurance provided by the policy:


NOTICE:  THE COVERAGE PROVIDED UNDER THIS ENDORSEMENT REQUIRES THAT A “PERSONAL IDENTITY EVENT” BE FIRST DISCOVERED DURING THE POLICY PERIOD AND REPORTED TO THE COMPANY DURING THE “NOTICE PERIOD”. 

NOTICE:  THE LIMITS OF INSURANCE AVAILABLE TO PAY JUDGMENTS AND/OR SETTLEMENTS SHALL BE REDUCED BY AMOUNTS INCURRED FOR “DEFENSE COSTS”.


ENDORSEMENT SCHEDULE


		CIP Aggregate Limit of Liability

		$

		



		a. Personal Identity Liability Limit

		$

		For all “personal identity claims”



		b. Administrative Action Limit

		$

		for all “administrative actions”



		c. Identity Event Reimbursement Limit

		$

		for all “personal identity events”



		Retention 

		$

		for each “personal identity event”



		Retroactive Date: 





A. The following is added to SECTION I. – COVERAGES:

COVERAGE D.  PERSONAL IDENTITY LIABILITY

1. Insuring Agreement

a. We will pay those sums, in excess of the applicable Retention, that the insured becomes legally obligated to pay as damages resulting from a “personal identity claim” arising out of a “personal identity event” first discovered by the insured during the policy period and reported to us during the “notice period”. We will have the right and the duty to defend the insured against any “suit” seeking such damages.  However, we will have no duty to defend the insured against any “suit” to which this insurance does not apply.  But:

(1) The amount we will pay for damages and “defense costs” is limited as described in SECTION III – Limits of Insurance as amended by this endorsement; and


(2) Our right and duty to defend ends when we have used up the applicable limit of insurance in the payment of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

b. We will pay for “defense costs” the insured incurs with our prior written consent in the defense of an “administrative action” arising out of a “personal identity event” first discovered by the insured during the policy period and reported to us during the “notice period”. We have the right, but not the duty, to defend the insured against any such “administrative action”. Our obligation to pay such “defense costs” ends when we have used up the applicable limit of insurance in the payments of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

c. We may, at our discretion, investigate any “personal identity claim” against any insured.  In the event “we” investigate any “personal identity claim” and the insured incurs “defense costs” with our prior written consent as a result of such investigation, we shall pay such “defense costs”. 

d. We have the right, but not the duty, to settle any “personal identity claim” against any insured with your written consent.  

e. For the coverage under subparagraphs 1.a. or 1.b. above to apply, all of the following conditions must be met:

(1) the “personal identity event” must have been first discovered during the policy period and reported to the Company prior to the end of the “notice period”; 


(2) the “personal identity event” must have occurred after the “retroactive date” and within the “coverage territory”; and 


(3) prior to the effective date of this policy, no insured described in Paragraph I of SECTION II – WHO IS AN INSURED had knowledge of the “personal identity event”, or of any circumstances likely to give rise to a “Personal Identity Claim” or “administrative action” under this policy, whether or not such “Personal Identity Claim” or “administrative action” is disclosed in the application for this policy. 

2. Exclusions

This insurance does not apply to:

a. any damages, “defense costs”, “identity event reimbursement expenses” or “personal identity event” arising out of or resulting from any dishonest, fraudulent, criminal or malicious act, error or omission, or any intentional or knowing violation of the law or your “privacy policy”, or gaining of any profit or advantage to which the insured is not legally entitled, if committed by any of:


(1) your directors, officers, trustees, governors, management committee members, members of the management board or partners (or equivalent positions), whether acting alone or in collusion with other persons; or


(2) your “employees” (other than officers) if any of your elected or appointed officers possessed, at any time, knowledge of any such:


i.  dishonest, fraudulent, or criminal or malicious act error or omission;


ii. Intentional or knowing violation of the law or your “privacy policy”; or


iii. Gaining of any profit or advantage to which the insured is not legally entitled; 


provided, however, we will defend “suits” alleging any of the foregoing conduct, until there is a judgment against, final adjudication against, adverse finding of fact against, adverse admission by, or plea of nolo contendere or no contest by, the insured as to such conduct, at which time the insured shall reimburse us for “defense costs”;


b. any “personal identity event” that any of your directors, officers, trustees, governors, management committee members, members of the management board or partners (or the equivalent positions)  knew or reasonably could have foreseen prior to the occurrence of that “personal identity event”;

c. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting from physical injury, sickness, disease, disability, shock or mental anguish sustained by any person, including without limitation, required care, loss of services or death at any time resulting therefrom;

d. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting  from any of the following:


(1) fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, landslide, hail, an act of God or any other physical event, however caused;

(2) strikes or similar labor action, war, invasion, act of foreign enemy, hostilities or warlike operations (whether declared or not), civil war, mutiny, civil commotion assuming the proportions of or amounting to a popular rising, military rising, insurrection, rebellion, revolution, military or usurped power, or any action taken to hinder or defend against these actions; or

(3) electrical or mechanical failures, including any electrical power interruption, surge, brownout or blackout; a failure of telephone lines, data transmission lines, satellites or other infrastructure comprising or supporting the Internet, unless such lines or infrastructure were under the insured’s operational control;


e. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting from any (1) presence of “pollutants”, (2) the actual or threatened discharge, dispersal, release or escape of “pollutants”, or (3) direction or request to test for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way respond to or assess the effects of “pollutants”;

f. any “personal identity event” that was not properly reported to us during the “notice period”;


g. any “personal identity claim” seeking non-monetary relief, including without limitation, injunctive relief declaratory relief, or other equitable remedies;


h. any expenses incurred as a result of regularly scheduled, recurring or routine regulatory examinations, inquiries or compliance activities;

i. any liability or obligation of any insured under any contract or agreement; however, this exclusion shall not apply to liability the insured would have in the absence of such contract or agreement;


j. any “personal identity claim” alleging, arising out of or resulting from any purchase, sale, or offer or solicitation of an offer to purchase or sell securities, or any violation of any securities law, including the Securities Act of 1933, as amended, or the Securities Exchange Act of 1934, as amended, or any regulation promulgated under the foregoing statutes, or any federal, state or local laws similar to the foregoing statutes (including “Blue Sky” laws), whether such law is statutory, regulatory or common law;

k. any “personal identity event” resulting from failure of the insured:

(1) to use, maintain and update at a minimum every ninety (90) days, when necessary, anti-virus software, firewall software on all broadband or high-speed connections to the Internet and software security patches; or

(2) to comply with all data security standards issued by credit card issuers or financial institutions with whom the insured transacts business, if the insured processes, stores or handles credit card information;

l. any “personal identity event” that first occurred prior to the Retroactive Date set forth in the ENDORSEMENT SCHEDULE;

m. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting  from the infringement of copyright, patent, trademark, trade secret or other intellectual property rights;

n. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting from any discrimination against any person or entity on any basis, including but not limited to: race, creed, color, religion, ethnic background, national origin, age, handicap, disability, sex, sexual orientation or pregnancy; or; 

o. any “personal identity claim” against an insured that is brought  by or on behalf of:

(1) any insured;


(2) any entity that is owned, managed or operated, directly or indirectly, in whole or in part, by an insured; or

(3) any parent company, subsidiary, director, officer, partner, trustee, successor or assignee of an insured, or anyone affiliated with an insured or such business entity through common majority ownership or control,

provided, however, this exclusion shall not apply to any “personal identity claim” brought by or on behalf of an insured whose “personally identifiable information” is the subject of an otherwise covered “personal identity event”.  Notwithstanding the foregoing, there shall be no coverage for any counterclaims against such insured.


COVERAGE E.  IDENTITY EVENT REIMBURSEMENT COVERAGE 


1. Insuring Agreement

a. We will reimburse you for all reasonable “identity event reimbursement expenses” incurred by you in excess of the applicable Retention, resulting from a “Personal Identity Claim” first discovered by the insured during the policy period and reported to us during the “notice period”. But:


(1) The amount we will reimburse you for “identity event reimbursement expenses” is limited as described in SECTION III – Limits of Insurance as amended by this endorsement.

a. For the coverage under subparagraphs 1.a. or 1.b. above to apply, all of the following conditions must be met:

(1) the “personal identity event” must have been first discovered during the policy period and reported to the Company prior to the end of the “notice period”; 


(2) the “personal identity event” must have occurred after the “retroactive date” and within the “coverage territory”; and 


(3) prior to the effective date of this policy, no insured described in Paragraph I of SECTION II – WHO IS AN INSURED had knowledge of the “personal identity event”.

2. Exclusions

All exclusions which are applicable to COVERAGE D., PERSONAL IDENTITY LIABILITY, shall apply to COVERAGE E., IDENTITY EVENT REIMBURSEMENT COVERAGE. 

B. With respect to COVERAGE A. BODILY INJURY AND PROPERTY DAMAGE LIABILITY and COVERAGE B. PERSONAL AND ADVERTISING INJURY LIABILITY, subparagraph 1.a.(2) of each Coverage is deleted and replaced with the following:


(2)
Our right and duty to defend ends when we have used up the applicable limit of insurance in the payment of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

C. Paragraph 1. of SECTION III – LIMITS OF INSURANCE is deleted and replaced with the following:

1. The Limits of Insurance shown in the Declarations and the Endorsement Schedule of the Security and Privacy Liability Endorsement and the rules below fix the most we will pay regardless of the number of:

a. Insureds;

b. Claims made, “suits” or “administrative actions” brought or “personal identity events” discovered; or

c. persons, organizations or governmental agencies making, bringing or filing claims, “personal identity claims”, “suits” or “administrative actions”. 

D. Paragraph 2. of SECTION III – LIMITS OF INSURANCE is deleted and replaced with the following:

2. The General Aggregate Limit shown in the Declarations is the most we will pay for the sum of:


a. Medical expenses under Coverage C;


b. Damages under Coverage A, except damages because of “bodily injury” or “property damage” included in the “products‑completed operations hazard”;

c. Damages under Coverage B;

d. Damages and “defense costs” under Coverage D; and


e. “Identity event reimbursement expenses” under Coverage E.

E. Solely with respect to the coverage provided by this endorsement, paragraphs 8., 9., 10., and 11. are added to SECTION III – LIMITS OF INSURANCE after paragraph 7. and prior to the last existing paragraph of that section as follows:

8.
Subject to Paragraph 2. above, the CIP Aggregate Limit of Liability shown in the Endorsement Schedule is the most we will pay for the sum of all damages and “defense costs” under Coverage D and “identity event reimbursement expenses” under Coverage E.

9.
Subject to Paragraphs 8. above, the Personal Identity Liability Limit shown in the Endorsement Schedule is the most we will pay for the sum of all damages and “defense costs” under Coverage D, regardless of the number of persons, occurrences, or entities covered by this policy, claimants or “personal identity claims” brought against the insured.

10.
Subject to Paragraph 9. above, the Administrative Action Limit shown in the Endorsement Schedule is the most we will pay as “defense costs” under this policy, in the aggregate, for all “administrative actions” during the policy period combined, regardless of the number of persons, occurrences, or entities covered by this policy, claimants or “administrative actions” brought against the insured. 

11.
Subject to Paragraph 8. above, the Identity Event Reimbursement Limit shown in the Endorsement Schedule is the most we will pay for all “identity event reimbursement expenses” under Coverage E, regardless of the number of persons, occurrences, or entities covered by this policy.      

F. For the coverages provided by this endorsement only, Paragraph 18. in SECTION V – DEFINITIONS is deleted in its  entirety and replaced with the following:

18.
“Suit” means a civil proceeding alleging a “personal identity event”, seeking monetary relief that is commenced by service of a summons and a complaint or similar pleading.  “Suit” also includes a binding arbitration proceeding alleging a “personal identity event,” seeking monetary relief, and to which the insured must submit or does submit with our prior written consent. “Suit” does not include an “administrative action”.

G. In addition to the definitions in SECTION V – DEFINITIONS which apply to COVERAGE D and E, the following additional definitions apply to Coverage D and E only:

1. “Administrative action” means and is limited to:

a. an investigation of the insured after written notice is sent to the insured by,

b. negotiation of a consent order against the insured with, or

c. formal adversarial administrative proceeding against the insured instituted by,

a United States or Canadian federal, state, provincial or territorial regulatory agency, arising solely out of a “personal identity event” first discovered by an insured during the policy period and reported to us within the “notice period”.


2. “Crisis expenses” means the reasonable and necessary charges and fees incurred by you within six (6) months following discovery of a “personal identity event” covered under this policy, for:

a. the services of a public relations firm, crisis management firm, or law firm hired or appointed by us, or by you with our prior written consent, retained solely for the purpose of restoring the confidence of your customers, investors and employees; and

b. the services of a forensic investigator or firm hired or appointed by us, or by you with our prior written consent, retained solely for the purposes of determining the extent of the “personal identity event” and the identities of those individuals whose “personally identifiable information” is, or may have been, the subject of such “personal identity event”.

3.  “Defense costs” means reasonable and necessary fees, costs and expenses (including premiums for any appeal bond, attachment bond or similar bond, but without any obligation to apply for or furnish any such bond or to appeal), charged by an attorney selected by us to represent you and incurred by us or by you with our written consent, and resulting solely from the investigation, adjustment, defense and appeal of any “personal identity claim”, “suit” or “administrative action” against you.  “Defense costs” shall not include compensation or expenses of any insured and shall not include ongoing monitoring or the costs of implementing any changes required or consented to for regulatory compliance.

4. “Identity event reimbursement expenses” means:


a. “crisis expenses”,


b. “notification costs”, and


c. “post event services expenses”. 


5.  “Information holder” means a third party that you have provided “private information” to and with whom you have entered into a contract that requires such party to protect such “personally identifiable information”.

6. ”Notification costs” means and is limited to the reasonable and necessary costs incurred by you with our prior written consent, within one (1) year following discovery of a “personal identity event” covered under this policy, for:

a. newspaper or other printed media, radio and television advertisements, or correspondence intended to inform or educate the general public, that cite a “personal identity event” and advise any individual whose “personally identifiable information” is the subject of such “personal identity event” of any available remedy; and

b. correspondence or any other communication directed to any individual whose “personally identifiable information” is the subject of a “personal identity event” for purposes of notifying them of the “personal identity event” and any available remedy.


7. “Notice period” means the sixty (60) day period of time the insured shall have to notify us that a “personal identity event” has occurred. The “notice period” shall commence immediately upon first discovery of the “personal identity event” by an insured.

8. “Personally identifiable information” means any of the following: (1) information from which an individual may be uniquely and reliably identified or contacted, including, without limitation, an individual’s name, address, telephone number, social security number, account relationships, account numbers, account balances, account histories and passwords; (2) information concerning an individual that would be considered nonpublic personal information within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 Stat. 1338) (as amended) and its implementing regulations; and (3) information concerning an individual that would be considered protected health information within Health Insurance Portability and Accountability Act of 1996 (as amended) and its implementing regulations. 

9. “Personal identity claim” means a written demand for money, including a “suit”.

10. “Personal identity event” means any event involving you that has resulted in, or could reasonably result in, the fraudulent use of “personally identifiable information”, that is or was in the care, custody or control of an insured or “information holder”.  All “personal identity claims”, “administrative actions”, damages, “defense costs”, and “identity event reimbursement expenses” resulting from the same, continuous, related or repeated event or which arise from the same, related or common nexus of facts will be deemed to arise out of one “personal identity event”.  


11. ”Post event services expenses” means reasonable fees and expenses incurred by you with our prior written consent, for any service specifically approved by us in writing, including without limitation, identity theft education and assistance and credit file monitoring.  Such services must be provided by you or by a third party on your behalf within one (1) year following discovery of a “personal identity event” covered under this policy to any individual whose “personally identifiable information” is the subject of that “personal identity event” for the primary purpose of mitigating the effects of such “personal identity event”. 

12. “Privacy policy” means any policy in any form regarding the collection, dissemination, storage, or treatment of information regarding individuals.

13.  “Retroactive date” means the respective dates set forth in the ENDORSEMENT SCHEDULE.

H. Solely with respect to the coverage provided by this endorsement, Paragraph 2. of SECTION IV – COMMERCIAL GENERAL LIABILITY CONDITIONS is deleted and replaced with the following:


2. Duties In The Event of a “Personal Identity Event” 

a. Before coverage will apply under this policy, the insured shall notify us in writing as soon as practicable within the “notice period” of a “personal identity event” first discovered by an insured during the policy period.   Notice must include::

(1) how, when and where the “personal identity event” took place;

(2) the number of individuals and type of “personally identifiable information” involved in the “personal identity event”; and

(3) upon our request, the names and addresses of any individuals effected by the “personal identity event”.

b. The insured shall also provide us written notice of any “personal identity claim” or “administrative action” arising from such “personal identity event” reported in accordance with paragraph A above, as soon as practicable after such “personal identity claim” or “administrative action” is made.

c. In the event of a “personal identity claim”, the insured shall immediately record the specifics of the “personal identity claim” and the date such insured first received such claim.  The insured shall also:

(1) immediately send us copies of any demands, notices, summonses or legal papers received in connection with the “personal identity claim”;


(2) authorize us to obtain records and other information; and

(3) give us and any counsel we select to represent an insured in connection with a “suit” or to investigate any “personal identity claim”, full cooperation and such information as we or such counsel may reasonably require, including, but not limited to, assisting us or such counsel in:

i. any investigation of a “personal identity claim”, or other matter relating to the coverage afforded under this policy (including submission to an examination by us or our designee, under oath if required by us).  The insured shall have the right to have counsel present at any examination under oath:

ii. making settlements;

iii. enforcing any legal rights the insured or we may have against any person or entity who may be liable to the insured;

iv. attending depositions, hearings and trials;

v. securing and giving evidence, and obtaining the attendance of witnesses; and 

vi. any inspection or survey conducted by us.

d. In the event of an “administrative action”, the insured shall notify us whether the insured has any other insurance policy, prepaid legal service contract or legal practitioner retainer agreement available to him/her with respect to such “administrative action”.   The insured shall also:

(1) send to us, as soon as practicable, copies of any notices, complaints or other legal papers received in connection with any “administrative action”;

(2) authorize us to obtain records and other information; and


(3) furnish us, upon our request, with records and other information and submit to an interview by us or our representative concerning the full extent of their knowledge of the events leading to the “administrative action”.  We shall also be entitled to immediately receive upon request copies of any regulatory agency correspondence the insured received relating to such “administrative action”, including without limitation any correspondence which may have predated the date of application for coverage under this policy.

e. Under all circumstances, no insured shall admit any liability, assume any financial obligation, pay any money, or incur any expense in connection with any “personal identity event” without our prior written consent.  If any insured does, it will be at such insured’s own expense.

f. The insured shall take reasonable steps to prevent a “personal identity event” and to mitigate the damages arising out of a “personal identity event”.  In all events, no insured shall take any action, or fail to take any action, without our prior written consent, which prejudices our rights under this policy.

I.
Paragraph 4. Other Insurance of SECTION IV – COMMERCIAL GENERAL LIABILITY CONDITIONS is amended by replacing the opening clause with the following: 

If other valid and collectible insurance is available to the insured for a loss we cover under Coverages A, B D or E of this Policy, our obligations are limited as follows:

J.
Solely with respect to the coverage provided by this endorsement, the following section is added to the policy:


CIP-I.
RETENTION


The insured shall be responsible for the applicable Retention set forth in the Endorsement Schedule and such Retention amount must remain uninsured. The Retention applies to each “personal identity event”.  In our sole and absolute discretion without prior notice to the insured, we may advance all or part of the Retention in which case the insured agrees to repay us promptly after we notify the insured of that payment.

All other terms and conditions of the policy remain the same.






__________________________
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ENDORSEMENT


This endorsement, effective


A.M.



forms a part of


Policy No.



issued to


By:




Mississippi Amendatory Endorsement

This endorsement modifies insurance provided under the following:


CORPORATE IDENTITY PROTECTION COVERAGE EXTENSION ENDORSEMENT

Paragraph R. of Section III. CIP DEFINITIONS is deleted in its entirety and replaced with the following:

R.
Suit means a civil proceeding seeking monetary relief that is commenced by the service of a summons and a complaint or similar pleading.  

All other terms and conditions of the policy remain the same.





















  Authorized Representative

108104 (08/11)
Page 1 of 1
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PROFESSIONAL LIABILITY


CORPORATE IDENTITY PROTECTION RULES


COMPANY EXCEPTION PAGE




1. Description of Coverage

This optional endorsement is designed to provide three additional insuring agreements subject to an overall endorsement aggregate limit of liability.


The first coverage is Personal Identity Liability.   This coverage is designed to pay for liability claims resulting from security breaches that result or could result in third parties personal information being fraudulently used by an unauthorized person.


The second coverage is for Administrative Action.   Administrative Action means an investigation, settlement, or formal adversarial administrative proceeding against the insured by a governmental agency.


The third coverage is Identity Event Reimbursement Coverage.  This coverage is designed to pay reasonable expenses to mitigate the potential for a Personal Identity Liability loss post event.  These expenses include forensic investigator to determine the extent of the security breach, notification costs to educate the general public post event, and identity theft education and credit file monitoring.  This coverage also provides public relation expenses to protect the reputation of the insured post event.  


Form:


This form (107966) Corporate Identity Protection Coverage Extension Endorsement attaches to a Professional Liability Policy, 

2. Eligibility


Every policy is eligible for this endorsement when coverage is written under a Professional Liability Policy, with the exception of the following ineligible classes of business:


Financial institutions, adult business, gambling or gaming, credit card or financial transaction processing, hospitals, data processors, I.T. outsourcing companies, information/data brokers, credit reporting agencies, collection agents, municipalities and governmental agencies.


3. Coverage Limits


For Corporate Identity Protection Coverage the standard aggregate limit is $50,000.


Increased limits of $100,000 and $250,000 are available.


4. Retention


Corporate Identity Protection Coverage is subject to a $2,500 retention amount for each “personal identity event”. 

5. Premium Determination


Refer to the Corporate Identity Protection Rate Table for premium charges. This table indicates the applicable premium based on class of business (tier). Eligible classes of business are divided into three tiers:


a. Tier 1 Classes


Companies whose only personal information is relative to employees. Examples include


manufacturing and wholesale.


b. Tier 2 Classes


Companies that keep financial or account number information on individual customers, but do not


keep customers’ social security numbers. Examples include Retail and Churches.


c. Tier 3 Classes


Companies with customers’ social security numbers. Examples include Apartments, Health Care, Professional Services, and Higher Education. 

.


Premium Charges for Corporate Identity Protection Coverage –


$50,000 Aggregate Limits


Tier 1  
 $125


Tier 2 
 $199


Tier 3 
 $261


Limits:


We will offer the following limits structure.


Option A:
Option B
Option C


Limit Combination


   CIP Coverage Sublimit 
50,000

100,000
250,000


   Personal ID Liability

50,000

100,000
250,000


  Administrative Action

  25,000
  50,000
  75,000


  Identity Event Reimbursement
  25,000
  50,000 
 75,000


  Retention


   2,500
      
    2,500
    2,500


  Maximum Premium

   5,000

    10,000
   15,000


Increased Limits


If increased limits are requested, apply the appropriate increased limit factor below:


Limit Factor


$100,000 
1.8


$250,000
3.6


For higher limits “refer to company”


Premiums determined as outlined above are final premiums, and are not subject to further modification through the application of any other rating plans or factors; including, but not limited to, company deviations, experience and scheduled rating plans, and expense modifications.


6. Minimum Premium


Coverage is not subject to a minimum premium.


7. Midterm Coverage Request


Coverage may be added midterm. If added midterm, premium charges are to be applied on a prorata basis.


CHS-CW-CIP-PR


Ed. 6/11
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Corporate Identity Protection Underwriting Guidelines

I. Follow Ineligible and Tier Eligible guidelines in the CIP Rule pages (NAICS Description and NAICS Codes):

Ineligible Classes: 

· Financial institutions 522XXX, 

· Adult business 812199, 

· Gambling or gaming 713XXX, 

· Credit card or financial transaction processing 522320, 

· Hospitals 622XXX, 

· Data processors 518210,

· I.T. outsourcing companies 541512,

· Information/data brokers 519XXX , 

· Credit reporting agencies 561450 or 812990, 

· Collection agents 561440, 

· Municipalities and Governmental agencies 921XXX or 922XXX,


· Document shredding 561990, 

· Electronic or paper recycling 5622XX

Ineligible Account Size: Accounts with revenues over $20,000,000. 


Ineligible Underwriting Characteristics: 


· Any account with prior CIP incidents.  


· Any account without a network security protocol/procedure. 

· Any account with a prior declination or cancellation for CIP coverage.


· Any account that answers NO to either of the following application questions # 9 & 10: 


· “Do you use, maintain and update at a minimum every (90) days, when necessary, antivirus software, firewall software on all broadband connections to the internet and high – speed connections to the internet and software security patches?” 


· “Do you comply with all data security standards issued by credit card issuers or financial institutions with which you transact business, if you process, store or handle credit information?”  


II. Obtain a completed and signed application. Coverage can not be bound without a completed application. 

III. Provide each insured with a link to the Federal Trade Commission website that highlights the Five Key Principals of the Loss Control Process or equivalent pdf document.  

http://www.ftc.gov/bcp/edu/microsites/infosecurity/order.html

1. Take stock


2. Scale down


3. Lock it


4. Pitch it


5. Plan ahead


IV. Program Administrator Authority is for limits of $50,000 or $100,000 subject to guidelines above.  $250,000 limit is a referral to the program manager.  


V. Retroactive Date is the effective date of the first CIP policy issued by Lexington Programs.  
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DIVISION SIX – GENERAL LIABILITY


CORPORATE IDENTITY PROTECTION RULES


COMPANY EXCEPTION PAGE




1. Description of Coverage

This optional endorsement is designed to provide two additional insuring agreements subject to an overall endorsement aggregate limit of liability.


The first coverage is Personal Identity Liability.   This coverage is designed to pay for liability claims resulting from security breaches that result or could result in third parties personal information being fraudulently used by an unauthorized person.


The second coverage is Identity Event Reimbursement Coverage.  This coverage is designed to pay reasonable expenses to mitigate the potential for a Personal Identity Liability loss post event.  These expenses include forensic investigator to determine the extent of the security breach, notification costs to educate the general public post event, and identity theft education and credit file monitoring.  This coverage also provides public relation expenses to protect the reputation of the insured post event.   This endorsement also provides coverage for Administrative Action.   Administrative Action means an investigation, settlement, or formal adversarial administrative proceeding against the insured by a governmental agency.


Form:


This form (107967) Corporate Identity Protection Endorsement  attaches to a Commercial General Liability Policy, but it does not provide coverage under Coverages A, B, or C.  


This endorsement provides two additional Coverage Sections, Coverage D and E.


2. Eligibility


Every policy is eligible for this endorsement when coverage is written under the Commercial General Liability Coverage Form, with the exception of the following ineligible classes of business:


Financial institutions, adult business, gambling or gaming, credit card or financial transaction processing, hospitals, data processors, I.T. outsourcing companies, information/data brokers, credit reporting agencies, collection agents, municipalities and governmental agencies.


3. Coverage Limits


For Corporate Identity Protection Coverage the standard aggregate limit is $50,000.


Increased limits of $100,000 and $250,000 are available.


4. Retention


Corporate Identity Protection Coverage is subject to a $2,500 retention amount for each “personal identity event”. 

5. Premium Determination


Refer to the Corporate Identity Protection Rate Table for premium charges. This table indicates the applicable premium based on class of business (tier). Eligible classes of business are divided into three tiers:


a. Tier 1 Classes


Companies whose only personal information is relative to employees. Examples include


manufacturing and wholesale.


b. Tier 2 Classes


Companies that keep financial or account number information on individual customers, but do not


keep customers’ social security numbers. Examples include Retail and Churches.


c. Tier 3 Classes


Companies with customers’ social security numbers. Examples include Apartments, Health Care, professional services and Higher Education. 

.


Premium Charges for Corporate Identity Protection Coverage –


$50,000 Aggregate Limits


Tier 1  
 $125


Tier 2 
 $199


Tier 3 
 $261


Limits:


We will offer the following limits structure.


Option A:
Option B
Option C


Limit Combination


   CIP Aggregate 

50,000

100,000
250,000


   Personal ID Liability

50,000

100,000
250,000


  Administrative Action

  25,000
  50,000
  75,000


  Identity Event Reimbursement
  25,000
  50,000 
 75,000


  Retention


   2,500
      
    2,500
    2,500


  Maximum Premium

   5,000

    10,000
   15,000


Increased Limits


If increased limits are requested, apply the appropriate increased limit factor below:


Limit Factor


$100,000 
1.8


$250,000
3.6


Premiums determined as outlined above are final premiums, and are not subject to further modification through the application of any other rating plans or factors; including, but not limited to, company deviations, experience and scheduled rating plans, and expense modifications.


6. Minimum Premium


Coverage is not subject to a minimum premium.


7. Midterm Coverage Request


Coverage may be added midterm. If added midterm, premium charges are to be applied on a prorata basis.


CHS--CIP-GL
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ENDORSEMENT


This endorsement, effective


A.M.



forms a part of


Policy No.



issued to


By:




Mississippi Amendatory Endorsement

This endorsement modifies insurance provided under the following:


COMMERCIAL GENERAL LIABILITY COVERAGE FORM


CORPORATE IDENTITY PROTECTION ENDORSEMENT

Paragraph F. 18 of COVERAGE E. IDENTITY EVENT REIMBURSEMENT COVERAGE is deleted in its entirety and replaced with the following:

18.
“Suit” means a civil proceeding alleging a “personal identity event”, seeking monetary relief that is commenced by service of a summons and a complaint or similar pleading.  “Suit” does not include an “administrative action”.

All other terms and conditions of the policy remain the same.





















  Authorized Representative
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ENDORSEMENT


THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY.


This endorsement, effective at 12:01 A.M.

forms a part of


Policy No. 




Issued to:


By:


CORPORATE IDENTITY PROTECTIONSM ENDORSEMENT

for Commercial General Liability Coverage Policy – New Hampshire

This endorsement modifies insurance provided by the policy:


NOTICE:  THE COVERAGE PROVIDED UNDER THIS ENDORSEMENT REQUIRES THAT A “PERSONAL IDENTITY EVENT” BE FIRST DISCOVERED DURING THE POLICY PERIOD AND REPORTED TO THE COMPANY DURING THE “NOTICE PERIOD”. 

NOTICE:  THE LIMITS OF INSURANCE AVAILABLE TO PAY JUDGMENTS AND/OR SETTLEMENTS SHALL BE REDUCED BY AMOUNTS INCURRED FOR “DEFENSE COSTS”.


ENDORSEMENT SCHEDULE


		CIP Aggregate Limit of Liability

		$

		



		a. Personal Identity Liability Limit

		$

		For all “personal identity claims”



		b. Administrative Action Limit

		$

		for all “administrative actions”



		c. Identity Event Reimbursement Limit

		$

		for all “personal identity events”



		Retention 

		$

		for each “personal identity event”



		Retroactive Date: 





A. The following is added to SECTION I. – COVERAGES:

COVERAGE D.  PERSONAL IDENTITY LIABILITY

1. Insuring Agreement

a. We will pay those sums, in excess of the applicable Retention, that the insured becomes legally obligated to pay as damages resulting from a “personal identity claim” arising out of a “personal identity event” first discovered by the insured during the policy period and reported to us during the “notice period”. We will have the right and the duty to defend the insured against any “suit” seeking such damages.  However, we will have no duty to defend the insured against any “suit” to which this insurance does not apply.  But:

(1) The amount we will pay for damages and “defense costs” is limited as described in SECTION III – Limits of Insurance as amended by this endorsement; and


(2) Our right and duty to defend ends when we have used up the applicable limit of insurance in the payment of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

b. We will pay for “defense costs” the insured incurs with our prior written consent in the defense of an “administrative action” arising out of a “personal identity event” first discovered by the insured during the policy period and reported to us during the “notice period”. We have the right, but not the duty, to defend the insured against any such “administrative action”. Our obligation to pay such “defense costs” ends when we have used up the applicable limit of insurance in the payments of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

c. We may, at our discretion, investigate any “personal identity claim” against any insured.  In the event “we” investigate any “personal identity claim” and the insured incurs “defense costs” with our prior written consent as a result of such investigation, we shall pay such “defense costs”. 

d. We have the right, but not the duty, to settle any “personal identity claim” against any insured with your written consent.  Our duty to defend ends if you fail or refuse to consent to a settlement we recommend and the claimant will accept.  You must then defend the “Personal Identity Claim” at your own expense.  As a consequence of such failure or refusal, our liability for damages and “defense costs” shall not exceed the amount for which we could have settled such “Personal Identity Claim” had you consented, plus “defense costs” incurred prior to the date of such failure or refusal.

e. For the coverage under subparagraphs 1.a. or 1.b. above to apply, all of the following conditions must be met:

(1) the “personal identity event” must have been first discovered during the policy period and reported to the Company prior to the end of the “notice period”; 


(2) the “personal identity event” must have occurred after the “retroactive date” and within the “coverage territory”; and 


(3) prior to the effective date of this policy, no insured described in Paragraph I of SECTION II – WHO IS AN INSURED had knowledge of the “personal identity event”, or of any circumstances likely to give rise to a “Personal Identity Claim” or “administrative action” under this policy, whether or not such “Personal Identity Claim” or “administrative action” is disclosed in the application for this policy. 

2. Exclusions

This insurance does not apply to:

a. any damages, “defense costs”, “identity event reimbursement expenses” or “personal identity event” arising out of or resulting, directly or indirectly, in whole or in part, from any dishonest, fraudulent, criminal or malicious act, error or omission, or any intentional or knowing violation of the law or your “privacy policy”, or gaining of any profit or advantage to which the insured is not legally entitled, if committed by any of:


(1) your directors, officers, trustees, governors, management committee members, members of the management board or partners (or equivalent positions), whether acting alone or in collusion with other persons; or


(2) your “employees” (other than officers) if any of your elected or appointed officers possessed, at any time, knowledge of any such:


i.  dishonest, fraudulent, or criminal or malicious act error or omission;


ii. Intentional or knowing violation of the law or your “privacy policy”; or


iii. Gaining of any profit or advantage to which the insured is not legally entitled; 


provided, however, we will defend “suits” alleging any of the foregoing conduct, until there is a judgment against, final adjudication against, adverse finding of fact against, adverse admission by, or plea of nolo contendere or no contest by, the insured as to such conduct, at which time the insured shall reimburse us for “defense costs”;


b. any “personal identity event” that any of your directors, officers, trustees, governors, management committee members, members of the management board or partners (or the equivalent positions)  knew or reasonably could have foreseen prior to the occurrence of that “personal identity event”;

c. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from physical injury, sickness, disease, disability, shock or mental anguish sustained by any person, including without limitation, required care, loss of services or death at any time resulting therefrom;

d. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, in whole or in part, from any of the following:


(1) fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, landslide, hail, an act of God or any other physical event, however caused;

(2) strikes or similar labor action, war, invasion, act of foreign enemy, hostilities or warlike operations (whether declared or not), civil war, mutiny, civil commotion assuming the proportions of or amounting to a popular rising, military rising, insurrection, rebellion, revolution, military or usurped power, or any action taken to hinder or defend against these actions; or

(3) electrical or mechanical failures, including any electrical power interruption, surge, brownout or blackout; a failure of telephone lines, data transmission lines, satellites or other infrastructure comprising or supporting the Internet, unless such lines or infrastructure were under the insured’s operational control;


e. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from any (1) presence of “pollutants”, (2) the actual or threatened discharge, dispersal, release or escape of “pollutants”, or (3) direction or request to test for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way respond to or assess the effects of “pollutants”;

f. any “personal identity event” that was not properly reported to us during the “notice period”;


g. any “personal identity claim” seeking non-monetary relief, including without limitation, injunctive relief declaratory relief, or other equitable remedies;


h. any expenses incurred as a result of regularly scheduled, recurring or routine regulatory examinations, inquiries or compliance activities;

i. any liability or obligation of any insured under any contract or agreement; however, this exclusion shall not apply to liability the insured would have in the absence of such contract or agreement;


j. any “personal identity claim” alleging, arising out of or resulting, directly or indirectly, from any purchase, sale, or offer or solicitation of an offer to purchase or sell securities, or any violation of any securities law, including the Securities Act of 1933, as amended, or the Securities Exchange Act of 1934, as amended, or any regulation promulgated under the foregoing statutes, or any federal, state or local laws similar to the foregoing statutes (including “Blue Sky” laws), whether such law is statutory, regulatory or common law;

k. any “personal identity event” resulting from failure of the insured:

(1) to use, maintain and update at a minimum every ninety (90) days, when necessary, anti-virus software, firewall software on all broadband or high-speed connections to the Internet and software security patches; or

(2) to comply with all data security standards issued by credit card issuers or financial institutions with whom the insured transacts business, if the insured processes, stores or handles credit card information;

l. any “personal identity event” that first occurred prior to the Retroactive Date set forth in the ENDORSEMENT SCHEDULE;

m. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from the infringement of copyright, patent, trademark, trade secret or other intellectual property rights;

n. any damages, “defense costs”, or “identity event reimbursement expenses” arising out of or resulting, directly or indirectly, from any discrimination against any person or entity on any basis, including but not limited to: race, creed, color, religion, ethnic background, national origin, age, handicap, disability, sex, sexual orientation or pregnancy; or; 

o. any “personal identity claim” against an insured that is brought, directly or indirectly, by or on behalf of:

(1) any insured;


(2) any entity that is owned, managed or operated, directly or indirectly, in whole or in part, by an insured; or

(3) any parent company, subsidiary, director, officer, partner, trustee, successor or assignee of an insured, or anyone affiliated with an insured or such business entity through common majority ownership or control,

provided, however, this exclusion shall not apply to any “personal identity claim” brought by or on behalf of an insured whose “personally identifiable information” is the subject of an otherwise covered “personal identity event”.  Notwithstanding the foregoing, there shall be no coverage for any counterclaims against such insured. However, this exclusion does not apply to intra-family or inter-spousal “suits”.

COVERAGE E.  IDENTITY EVENT REIMBURSEMENT COVERAGE 


1. Insuring Agreement

a. We will reimburse you for all reasonable “identity event reimbursement expenses” incurred by you in excess of the applicable Retention, resulting from a “Personal Identity Claim” first discovered by the insured during the policy period and reported to us during the “notice period”. But:


(1) The amount we will reimburse you for “identity event reimbursement expenses” is limited as described in SECTION III – Limits of Insurance as amended by this endorsement.

a. For the coverage under subparagraphs 1.a. or 1.b. above to apply, all of the following conditions must be met:

(1) the “personal identity event” must have been first discovered during the policy period and reported to the Company prior to the end of the “notice period”; 


(2) the “personal identity event” must have occurred after the “retroactive date” and within the “coverage territory”; and 


(3) prior to the effective date of this policy, no insured described in Paragraph I of SECTION II – WHO IS AN INSURED had knowledge of the “personal identity event”.

2. Exclusions

All exclusions which are applicable to COVERAGE D., PERSONAL IDENTITY LIABILITY, shall apply to COVERAGE E., IDENTITY EVENT REIMBURSEMENT COVERAGE. 

B. With respect to COVERAGE A. BODILY INJURY AND PROPERTY DAMAGE LIABILITY and COVERAGE B. PERSONAL AND ADVERTISING INJURY LIABILITY, subparagraph 1.a.(2) of each Coverage is deleted and replaced with the following:


(2)
Our right and duty to defend ends when we have used up the applicable limit of insurance in the payment of judgments or settlements under Coverages A, B or D or medical expenses under Coverage C or “defense costs” under Coverage D, or “identity event reimbursement expenses” under Coverage E.

C. Paragraph 1. of SECTION III – LIMITS OF INSURANCE is deleted and replaced with the following:

1. The Limits of Insurance shown in the Declarations and the Endorsement Schedule of the Security and Privacy Liability Endorsement and the rules below fix the most we will pay regardless of the number of:

a. Insureds;

b. Claims made, “suits” or “administrative actions” brought or “personal identity events” discovered; or

c. persons, organizations or governmental agencies making, bringing or filing claims, “personal identity claims”, “suits” or “administrative actions”. 

D. Paragraph 2. of SECTION III – LIMITS OF INSURANCE is deleted and replaced with the following:

2. The General Aggregate Limit shown in the Declarations is the most we will pay for the sum of:


a. Medical expenses under Coverage C;


b. Damages under Coverage A, except damages because of “bodily injury” or “property damage” included in the “products‑completed operations hazard”;

c. Damages under Coverage B;

d. Damages and “defense costs” under Coverage D; and


e. “Identity event reimbursement expenses” under Coverage E.

E. Solely with respect to the coverage provided by this endorsement, paragraphs 8., 9., 10., and 11. are added to SECTION III – LIMITS OF INSURANCE after paragraph 7. and prior to the last existing paragraph of that section as follows:

8.
Subject to Paragraph 2. above, the CIP Aggregate Limit of Liability shown in the Endorsement Schedule is the most we will pay for the sum of all damages and “defense costs” under Coverage D and “identity event reimbursement expenses” under Coverage E.

9.
Subject to Paragraphs 8. above, the Personal Identity Liability Limit shown in the Endorsement Schedule is the most we will pay for the sum of all damages and “defense costs” under Coverage D, regardless of the number of persons, occurrences, or entities covered by this policy, claimants or “personal identity claims” brought against the insured.

10.
Subject to Paragraph 9. above, the Administrative Action Limit shown in the Endorsement Schedule is the most we will pay as “defense costs” under this policy, in the aggregate, for all “administrative actions” during the policy period combined, regardless of the number of persons, occurrences, or entities covered by this policy, claimants or “administrative actions” brought against the insured. 

11.
Subject to Paragraph 8. above, the Identity Event Reimbursement Limit shown in the Endorsement Schedule is the most we will pay for all “identity event reimbursement expenses” under Coverage E, regardless of the number of persons, occurrences, or entities covered by this policy.      

F. For the coverages provided by this endorsement only, Paragraph 18. in SECTION V – DEFINITIONS is deleted in its  entirety and replaced with the following:

18.
“Suit” means a civil proceeding alleging a “personal identity event”, seeking monetary relief that is commenced by service of a summons and a complaint or similar pleading.  “Suit” also includes a binding arbitration proceeding alleging a “personal identity event,” seeking monetary relief, and to which the insured must submit or does submit with our prior written consent. “Suit” does not include an “administrative action”.

G. In addition to the definitions in SECTION V – DEFINITIONS which apply to COVERAGE D and E, the following additional definitions apply to Coverage D and E only:

1. “Administrative action” means and is limited to:

a. an investigation of the insured after written notice is sent to the insured by,

b. negotiation of a consent order against the insured with, or

c. formal adversarial administrative proceeding against the insured instituted by,

a United States or Canadian federal, state, provincial or territorial regulatory agency, arising solely out of a “personal identity event” first discovered by an insured during the policy period and reported to us within the “notice period”.


2. “Crisis expenses” means the reasonable and necessary charges and fees incurred by you within six (6) months following discovery of a “personal identity event” covered under this policy, for:

a. the services of a public relations firm, crisis management firm, or law firm hired or appointed by us, or by you with our prior written consent, retained solely for the purpose of restoring the confidence of your customers, investors and employees; and

b. the services of a forensic investigator or firm hired or appointed by us, or by you with our prior written consent, retained solely for the purposes of determining the extent of the “personal identity event” and the identities of those individuals whose “personally identifiable information” is, or may have been, the subject of such “personal identity event”.

3.  “Defense costs” means reasonable and necessary fees, costs and expenses (including premiums for any appeal bond, attachment bond or similar bond, but without any obligation to apply for or furnish any such bond or to appeal), charged by an attorney selected by us to represent you and incurred by us or by you with our written consent, and resulting solely from the investigation, adjustment, defense and appeal of any “personal identity claim”, “suit” or “administrative action” against you.  “Defense costs” shall not include compensation or expenses of any insured and shall not include ongoing monitoring or the costs of implementing any changes required or consented to for regulatory compliance.

4. “Identity event reimbursement expenses” means:


a. “crisis expenses”,


b. “notification costs”, and


c. “post event services expenses”. 


5.  “Information holder” means a third party that you have provided “private information” to and with whom you have entered into a contract that requires such party to protect such “personally identifiable information”.

6. ”Notification costs” means and is limited to the reasonable and necessary costs incurred by you with our prior written consent, within one (1) year following discovery of a “personal identity event” covered under this policy, for:

a. newspaper or other printed media, radio and television advertisements, or correspondence intended to inform or educate the general public, that cite a “personal identity event” and advise any individual whose “personally identifiable information” is the subject of such “personal identity event” of any available remedy; and

b. correspondence or any other communication directed to any individual whose “personally identifiable information” is the subject of a “personal identity event” for purposes of notifying them of the “personal identity event” and any available remedy.


7. “Notice period” means the sixty (60) day period of time the insured shall have to notify us that a “personal identity event” has occurred. The “notice period” shall commence immediately upon first discovery of the “personal identity event” by an insured.

8. “Personally identifiable information” means any of the following: (1) information from which an individual may be uniquely and reliably identified or contacted, including, without limitation, an individual’s name, address, telephone number, social security number, account relationships, account numbers, account balances, account histories and passwords; (2) information concerning an individual that would be considered nonpublic personal information within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 Stat. 1338) (as amended) and its implementing regulations; and (3) information concerning an individual that would be considered protected health information within Health Insurance Portability and Accountability Act of 1996 (as amended) and its implementing regulations. 

9. “Personal identity claim” means a written demand for money, including a “suit”.

10. “Personal identity event” means any event involving you that has resulted in, or could reasonably result in, the fraudulent use of “personally identifiable information”, that is or was in the care, custody or control of an insured or “information holder”.  All “personal identity claims”, “administrative actions”, damages, “defense costs”, and “identity event reimbursement expenses” resulting from the same, continuous, related or repeated event or which arise from the same, related or common nexus of facts will be deemed to arise out of one “personal identity event”.  


11. ”Post event services expenses” means reasonable fees and expenses incurred by you with our prior written consent, for any service specifically approved by us in writing, including without limitation, identity theft education and assistance and credit file monitoring.  Such services must be provided by you or by a third party on your behalf within one (1) year following discovery of a “personal identity event” covered under this policy to any individual whose “personally identifiable information” is the subject of that “personal identity event” for the primary purpose of mitigating the effects of such “personal identity event”. 

12. “Privacy policy” means any policy in any form regarding the collection, dissemination, storage, or treatment of information regarding individuals.

13.  “Retroactive date” means the respective dates set forth in the ENDORSEMENT SCHEDULE.

H. Solely with respect to the coverage provided by this endorsement, Paragraph 2. of SECTION IV – COMMERCIAL GENERAL LIABILITY CONDITIONS is deleted and replaced with the following:


2. Duties In The Event of a “Personal Identity Event” 

a. Before coverage will apply under this policy, the insured shall notify us in writing as soon as practicable within the “notice period” of a “personal identity event” first discovered by an insured during the policy period.   Notice must include::

(1) how, when and where the “personal identity event” took place;

(2) the number of individuals and type of “personally identifiable information” involved in the “personal identity event”; and

(3) upon our request, the names and addresses of any individuals effected by the “personal identity event”.

b. The insured shall also provide us written notice of any “personal identity claim” or “administrative action” arising from such “personal identity event” reported in accordance with paragraph A above, as soon as practicable after such “personal identity claim” or “administrative action” is made.

c. In the event of a “personal identity claim”, the insured shall immediately record the specifics of the “personal identity claim” and the date such insured first received such claim.  The insured shall also:

(1) immediately send us copies of any demands, notices, summonses or legal papers received in connection with the “personal identity claim”;


(2) authorize us to obtain records and other information; and

(3) give us and any counsel we select to represent an insured in connection with a “suit” or to investigate any “personal identity claim”, full cooperation and such information as we or such counsel may reasonably require, including, but not limited to, assisting us or such counsel in:

i. any investigation of a “personal identity claim”, or other matter relating to the coverage afforded under this policy (including submission to an examination by us or our designee, under oath if required by us);

ii. making settlements;

iii. enforcing any legal rights the insured or we may have against any person or entity who may be liable to the insured;

iv. attending depositions, hearings and trials;

v. securing and giving evidence, and obtaining the attendance of witnesses; and 

vi. any inspection or survey conducted by us.

d. In the event of an “administrative action”, the insured shall notify us whether the insured has any other insurance policy, prepaid legal service contract or legal practitioner retainer agreement available to him/her with respect to such “administrative action”.   The insured shall also:

(1) send to us, as soon as practicable, copies of any notices, complaints or other legal papers received in connection with any “administrative action”;

(2) authorize us to obtain records and other information; and


(3) furnish us, upon our request, with records and other information and submit to an interview by us or our representative concerning the full extent of their knowledge of the events leading to the “administrative action”.  We shall also be entitled to immediately receive upon request copies of any regulatory agency correspondence the insured received relating to such “administrative action”, including without limitation any correspondence which may have predated the date of application for coverage under this policy.

e. Under all circumstances, no insured shall admit any liability, assume any financial obligation, pay any money, or incur any expense in connection with any “personal identity event” without our prior written consent.  If any insured does, it will be at such insured’s own expense.

f. The insured shall take reasonable steps to prevent a “personal identity event” and to mitigate the damages arising out of a “personal identity event”.  In all events, no insured shall take any action, or fail to take any action, without our prior written consent, which prejudices our rights under this policy.

I.
Paragraph 4. Other Insurance of SECTION IV – COMMERCIAL GENERAL LIABILITY CONDITIONS is amended by replacing the opening clause with the following: 

If other valid and collectible insurance is available to the insured for a loss we cover under Coverages A, B D or E of this Policy, our obligations are limited as follows:

J.
Solely with respect to the coverage provided by this endorsement, the following section is added to the policy:


CIP-I.
RETENTION


The insured shall be responsible for the applicable Retention set forth in the Endorsement Schedule and such Retention amount must remain uninsured. The Retention applies to each “personal identity event”.  In our sole and absolute discretion without prior notice to the insured, we may advance all or part of the Retention in which case the insured agrees to repay us promptly after we notify the insured of that payment.

All other terms and conditions of the policy remain the same.






__________________________
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DIVISION SIX – GENERAL LIABILITY


CORPORATE IDENTITY PROTECTION RULES


COMPANY EXCEPTION PAGE


Kansas




1. Description of Coverage

This optional endorsement is designed to provide two additional insuring agreements subject to an overall endorsement aggregate limit of liability.


The first coverage is Personal Identity Liability.   This coverage is designed to pay for liability claims resulting from security breaches that result or could result in third parties personal information being fraudulently used by an unauthorized person.


The second coverage is Identity Event Reimbursement Coverage.  This coverage is designed to pay reasonable expenses to mitigate the potential for a Personal Identity Liability loss post event.  These expenses include forensic investigator to determine the extent of the security breach, notification costs to educate the general public post event, and identity theft education and credit file monitoring.  This coverage also provides public relation expenses to protect the reputation of the insured post event.   This endorsement also provides coverage for Administrative Action.   Administrative Action means an investigation, settlement, or formal adversarial administrative proceeding against the insured by a governmental agency.


Form:


This form (107967) Corporate Identity Protection Endorsement  attaches to a Commercial General Liability Policy, but it does not provide coverage under Coverages A, B, or C.  


This endorsement provides two additional Coverage Sections, Coverage D and E.


2. Eligibility including NAICS codes where applicable

Every policy is eligible for this endorsement when coverage is written under the Commercial General Liability Coverage Form, with the exception of the following ineligible classes of business:


Financial institutions 522XXX, adult business 812199, gambling or gaming 713XXX, credit card or financial transaction processing 522320, hospitals 622XXX, data processors 518210, I.T. outsourcing companies 541512, information/data brokers 519XXX , credit reporting agencies 561450 or 812990, collection agents 561440, municipalities and governmental agencies 921XXX or 922XXX.


3. Coverage Limits


For Corporate Identity Protection Coverage the standard aggregate limit is $50,000.


Increased limits of $100,000 and $250,000 are available.


4. Retention


Corporate Identity Protection Coverage is subject to a $2,500 retention amount for each “personal identity event”. 

5. Premium Determination


Refer to the Corporate Identity Protection Rate Table for premium charges. This table indicates the applicable premium based on class of business (tier). Eligible classes of business are divided into three tiers:


a. Tier 1 Classes


Companies whose only personal information is relative to employees. Examples include


Manufacturing 31XXXX and wholesale 423XXX.


b. Tier 2 Classes


Companies that keep financial or account number information on individual customers, but do not


keep customers’ social security numbers. Examples include Retail 44XXXX, 453XXX or 454XXX and Churches 813110.


c. Tier 3 Classes


Companies with customers’ social security numbers. Examples include Apartments 531311, Health Care 521414,  621610, professional services 54XXXX, Higher Education 611XXX.  

.


Premium Charges for Corporate Identity Protection Coverage –


$50,000 Aggregate Limits


Tier 1  
 $125


Tier 2 
 $199


Tier 3 
 $261


Limits:


We will offer the following limits structure.


Option A:
Option B
Option C


Limit Combination


   CIP Aggregate 

50,000

100,000
250,000


   Personal ID Liability

50,000

100,000
250,000


  Administrative Action

  25,000
  50,000
  75,000


  Identity Event Reimbursement
  25,000
  50,000 
 75,000


  Retention


   2,500
      
    2,500
    2,500


  Maximum Premium

   5,000

    10,000
   15,000


Increased Limits


If increased limits are requested, apply the appropriate increased limit factor below:


Limit Factor


$100,000 
1.8


$250,000
3.6


For higher limits “refer to company”


Premiums determined as outlined above are final premiums, and are not subject to further modification through the application of any other rating plans or factors; including, but not limited to, company deviations, experience and scheduled rating plans, and expense modifications.


6. Minimum Premium


Coverage is not subject to a minimum premium.


7. Midterm Coverage Request


Coverage may be added midterm. If added midterm, premium charges are to be applied on a prorata basis.
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DIVISION SIX – GENERAL LIABILITY


CORPORATE IDENTITY PROTECTION RULES


COMPANY EXCEPTION PAGE


Virginia




1. Description of Coverage

This optional endorsement is designed to provide two additional insuring agreements subject to an overall endorsement aggregate limit of liability.


The first coverage is Personal Identity Liability.   This coverage is designed to pay for liability claims resulting from security breaches that result or could result in third parties personal information being fraudulently used by an unauthorized person.


The second coverage is Identity Event Reimbursement Coverage.  This coverage is designed to pay reasonable expenses to mitigate the potential for a Personal Identity Liability loss post event.  These expenses include forensic investigator to determine the extent of the security breach, notification costs to educate the general public post event, and identity theft education and credit file monitoring.  This coverage also provides public relation expenses to protect the reputation of the insured post event.   This endorsement also provides coverage for Administrative Action.   Administrative Action means an investigation, settlement, or formal adversarial administrative proceeding against the insured by a governmental agency.


Form:


This form (107967) Corporate Identity Protection Endorsement  attaches to a Commercial General Liability Policy, but it does not provide coverage under Coverages A, B, or C.  


This endorsement provides two additional Coverage Sections, Coverage D and E.


2. Eligibility


Every policy is eligible for this endorsement when coverage is written under the Commercial General Liability Coverage Form, with the exception of the following ineligible classes of business:


Financial institutions, adult business, gambling or gaming, credit card or financial transaction processing, hospitals, data processors, I.T. outsourcing companies, information/data brokers, credit reporting agencies, collection agents, municipalities and governmental agencies.


3. Coverage Limits


For Corporate Identity Protection Coverage the standard aggregate limit is $50,000.


Increased limits of $100,000 and $250,000 are available.


4. Retention


Corporate Identity Protection Coverage is subject to a $2,500 retention amount for each “personal identity event”. 

5. Premium Determination


Refer to the Corporate Identity Protection Rate Table for premium charges. This table indicates the applicable premium based on class of business (tier). Eligible classes of business are divided into three tiers:


a. Tier 1 Classes


Companies whose only personal information is relative to employees. Examples include


manufacturing and wholesale.


b. Tier 2 Classes


Companies that keep financial or account number information on individual customers, but do not


keep customers’ social security numbers. Examples include Retail and Churches.


c. Tier 3 Classes


Companies with customers’ social security numbers. Examples include Apartments, Health Care, professional services and Higher Education. 

.


Premium Charges for Corporate Identity Protection Coverage –


$50,000 Aggregate Limits


Tier 1  
 $125


Tier 2 
 $199


Tier 3 
 $261


Limits:


We will offer the following limits structure.


Option A:
Option B
Option C


Limit Combination


   CIP Aggregate 

50,000

100,000
250,000


   Personal ID Liability

50,000

100,000
250,000


  Administrative Action

  25,000
  50,000
  75,000


  Identity Event Reimbursement
  25,000
  50,000 
 75,000


  Retention


   2,500
      
    2,500
    2,500


Increased Limits


If increased limits are requested, apply the appropriate increased limit factor below:


Limit Factor


$100,000 
1.8


$250,000
3.6


Premiums determined as outlined above are final premiums, and are not subject to further modification through the application of any other rating plans or factors; including, but not limited to, company deviations, experience and scheduled rating plans, and expense modifications.


6. Minimum Premium


Coverage is not subject to a minimum premium.


7. Midterm Coverage Request


Coverage may be added midterm. If added midterm, premium charges are to be applied on a prorata basis.
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ENDORSEMENT 


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

This endorsement, effective 12:01 a.m.                       forms a part of Policy


No.




issued to                                 by


CORPORATE IDENTITY PROTECTION (CIP) COVERAGE EXTENSION ENDORSEMENT

This endorsement modifies insurance provided by the policy: 


NOTICE: EXCEPT TO SUCH EXTENT AS PROVIDED HERERIN, THIS ENDORSEMENT EXTENDS COVERAGE ONLY FOR A PERSONAL IDENTITY EVENT FIRST DISCOVERED BY AN INSURED DURING THE POLICY PERIOD AND REPORTED TO US WITHIN THE NOTICE PERIOD.  Please read thIS ENDORSEMENT Carefully and discuss the coverage thereunder with your insurance agent or broker.


notice: The LimitS of INSURANCE available to pay judgments or settlements shall be reduced by DEFENSE COSTS.  further note that amounts incurred for DEFENSE COSTS shall be applied against the CIP retention.


SCHEDULE


		CIP Sublimits of Insurance (Subject to the Aggregate Limit of the Policy)



		CIP Coverage Sublimit

		$



		a. Personal Identity Liability Sublimit

		$             for all personal identity events



		b. Administrative Action Sublimit

		$              for all administrative expenses



		c. Identity Event Reimbursement Sublimit

		$              for all notification costs, crisis expenses and post event services



		CIP Retention 

		$              each personal identity event



		

		



		CIP Additional Premium 

		$ 



		

		



		CIP Retroactive Date

		 



		





Words and phrases that appear in boldface are defined in Clause III., DEFINITIONS.


It is hereby understood and agreed that the policy is extended to provide the coverage set forth below subject to the term and conditions contained in this endorsement.  The terms and conditions of the policy are incorporated herein and shall apply to the coverage afforded by this endorsement unless specifically stated otherwise.

I.
INSURING AGREEMENTS – CIP COVERAGE EXTENSTION

A.
Personal Identity Liability


We shall pay on behalf of the insured, those amounts in excess of the CIP Retention the insured is legally obligated to pay as damages resulting from a claim arising from a personal identity event first discovered by an insured during the policy period and reported to us within the notice period.


B.
Administrative Action 


We shall pay the insured for all reasonable administrative expenses, in excess of the CIP Retention resulting from an administrative action arising from a personal identity event first discovered by an insured during the policy period and reported to us within the notice period. 

C.
Identity Event Reimbursement

We shall reimburse the named insured for all reasonable notification costs, crisis expenses and post event services expenses incurred by the named insured, in excess of the CIP Retention resulting from a personal identity event first discovered by an insured during the policy period and reported to us within the notice period.


II.
DEFENSE – PERSONAL IDENTITY LIABILITY


Solely with respect to coverage afforded under Insuring Agreement I.A, Personal Identity Liability:


A.
Our Duty to Defend Insureds: We have the right and the duty to defend a suit brought against any insured arising from an otherwise covered personal identity event, even if the suit is groundless or fraudulent.  


B. 
Our Right to Settle Claims: We have the right, but not the duty, to settle any claim, with the written consent of the insured.


C.
Defense Costs: We shall pay for defense costs any insured incurs with our prior written consent in the defense of a suit for covered personal identity events occurring during the policy period. We have the right, but not the duty, to investigate any claim against any insured.  In the event we investigate any claim and the insured incurs defense costs with our prior written consent as a result of such investigation, we shall pay such defense costs.  

D.
Insureds’ Right to Settle: The insured may settle any claim or suit to which this insurance applies provided that the insured does so (i) on behalf of all insureds, and (ii) for an amount not exceeding the CIP Retention (inclusive of defense costs).


E.
When Our Duty to Defend Ends:  Our duty to defend ends upon the exhaustion of the CIP Aggregate Sublimit of Insurance or applicable Sublimit of Insurance set forth in the Schedule by payment of damages and/or defense costs.  Our duty to defend also ends if any insured fails or refuses to consent to any settlement we recommend and the claimant will accept.  The insured must then defend the claim at the insured’s own expense. As a consequence of such failure or refusal, our liability for all damages and/or defense costs shall not exceed the amount for which we could have settled the claim had the insured consented, plus defense costs incurred prior to the date of such failure or refusal, plus fifty percent (50%) of the defense costs incurred with our consent after the date of such failure or refusal.


III.
CIP DEFINITIONS



Solely with respect to coverage afforded under this endorsement, the following definitions apply, and supersede definitions of the same terms (if any) in the policy:

A.
Administrative action means and is limited to: 


1.
an investigation of the insured after written notice is sent to the insured by, 


2.
negotiation of a consent order against the insured with, or 


3.
formal adversarial administrative proceeding against the insured instituted by, 


a United States or Canadian federal, state, provincial or territorial regulatory agency, arising solely out of a personal identity event first discovered by an insured during the policy period and reported to us within the notice period.  


B.
Administrative expenses means reasonable attorneys’ fees and expenses for legal services incurred by the insured with our prior written consent, in the defense and investigation of an administrative action, provided that these services are not performed by employees of the named insured.  All administrative expenses incurred with respect to appeals and proceedings, or a series of continuous or interrelated appeals and proceedings arising out of an administrative action shall be considered as part of the original administrative action.  Administrative expenses shall not include ongoing monitoring or the costs of implementing any changes required or consented to for regulatory compliance.


C.
Claim means a written demand for payment of money, including a suit.


D.
Crisis expenses means the reasonable and necessary charges and fees incurred by the named insured within six (6) months following discovery of a personal identity event covered under this endorsement, for:


1. the services of a public relations firm, crisis management firm, or law firm hired or appointed by us, or by the named insured with our prior written consent, retained solely for the purpose of restoring the confidence of the named insured’s customers, investors and employees; and


2. the services of a forensic investigator or firm hired or appointed by us, or by the named insured with our prior written consent, retained solely for the purposes of determining the extent of the personal identity event and the identities of those individuals whose personally identifiable information is, or may have been, the subject of such personal identity event.  


E.
Damages means any amount that the insured shall be legally required to pay because of civil judgments or arbitration awards rendered against the insured, or for settlements negotiated by us or the insured in accordance with Clause II. DEFENSE.  Damages shall also include punitive, exemplary and multiple damages; provided, however, the enforceability of such coverage shall be governed by such applicable law which most favors coverage for punitive, exemplary and multiple damages.  


Damages, however, shall not include civil or criminal fines or penalties imposed by law, liquidated damages, taxes, or any amount for which an insured is not financially liable or which is without legal recourse to an insured or matters which may be deemed uninsurable under the law pursuant to which this endorsement is construed. 


F.
Defense costs means reasonable and necessary fees, costs and expenses (including premiums for any appeal bond, attachment bond or similar bond arising out of a covered judgment, but without any obligation to apply for or furnish any such bond or to appeal), charged by an attorney and incurred by us or by the insured with our written consent, and resulting solely from the investigation, adjustment, defense and appeal of any claim against the insured.  Defense costs shall not include compensation or expenses of any insured.


G.
Information holder means a third party that the insured has provided personally identifiable information to and with whom an insured has entered into a contract that requires such party to protect such personally identifiable information.


H.
Insured means (i) the named insured; and (ii) any partner, officer, director, trustee or employee of the named insured, in their capacity as such and with respect to their duties as such.


I.
Named insured means the entity(ies) indicated as such in the Declarations.


J.
Notification costs means and is limited to the reasonable and necessary costs incurred by the named insured with our prior written consent, within one (1) year following discovery of a personal identity event covered under this endorsement, for:


1. newspaper or other printed media, radio and television advertisements, or correspondence intended to inform or educate the general public, that cite a personal identity event and advise any individual whose personally identifiable information is the subject of such personal identity event of any available remedy; and


2. correspondence or any other communication directed to any individual whose personally identifiable information is the subject of a personal identity event for purposes of notifying them of the personal identity event and any available remedy.


K.
Notice period means the sixty (60) day period of time the insured shall have to notify us that a personal identity event has occurred. The notice period shall commence immediately upon first discovery of the personal identity event by an insured. 


L.
Personally identifiable information means any of the following: (1) information from which an individual may be uniquely and reliably identified or contacted, including without limitation, an individual’s name, address, telephone number, social security number, account relationships, account numbers, account balances, account histories and passwords; (2) information concerning an individual that would be considered “nonpublic personal information” within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 Stat. 1338) (as amended) and its implementing regulations; and (3) information concerning an individual that would be considered “protected health information” within Health Insurance Portability and Accountability Act of 1996 (as amended) and its implementing regulations.

M.
Personal identity event means any event involving the named insured that has resulted in, or could reasonably result in, the fraudulent use of personally identifiable information, that is or was in the care, custody or control of an insured or information holder.  All claims, administrative actions, damages, defense costs, administrative expenses, notification costs, crisis expenses and post event services expenses resulting from the same, continuous, related or repeated event or which arise from the same, related or common nexus of facts will be deemed to arise out of one personal identity event.


N.
Policy period means the period commencing on the effective date specified in the Declarations and ending on the earlier of either the expiration date specified in the Declarations or the cancellation of the policy. 


O.
Pollutants means, but are not limited to, any solid, liquid, gaseous, biological, radiological or thermal irritant or contaminant, including smoke, vapor, dust, fibers, mold, spores, fungi, germs, soot, fumes, asbestos, acids, alkalis, chemicals and waste.  “Waste” includes, but is not limited to, materials to be recycled, reconditioned or reclaimed and nuclear materials.

P.
Post event services expenses means reasonable fees and expenses incurred by the named insured with our prior written consent, for any service specifically approved by us in writing, including without limitation, identity theft education and assistance and credit file monitoring.  Such services must be provided by the named insured or by a third party on behalf of the named insured within one (1) year following discovery of a personal identity event covered under this endorsement to any individual whose personally identifiable information is the subject of that personal identity event for the primary purpose of mitigating the effects of such personal identity event. 


Q.
Privacy policy means any policy in any form regarding the collection, dissemination, storage, or treatment of information regarding customers, visitors to an Internet site, or other persons.


R.
Suit means a civil proceeding seeking monetary relief that is commenced by the service of a summons and a complaint or similar pleading.  Suit shall also include a binding arbitration proceeding in which monetary relief is alleged and to which the insured must submit or does submit with our prior written consent.


S.
We, us and our mean the insurer issuing the policy to which this endorsement is attached.

IV.
DUTIES IN THE EVENT OF A PERSONAL IDENTITY EVENT 


A.
Before coverage will apply under this endorsement, the insured shall notify us in writing as soon as practicable within the notice period of a personal identity event first discovered by an insured during the policy period.   Notice must include:


1. How, when, and where the personal identity event took place;


2.
The number of individuals and type of personally identifiable information involved in the personal identity event; and 


3.
Upon request by us, the names and addresses of individuals affected by the personal identity event. 


B.
The insured shall also provide us written notice of any claim or administrative action arising from such personal identity event reported in accordance with paragraph A above, as soon as practicable after such claim or administrative action is made.   


C.
In the event of a claim, the insured shall immediately record the specifics of the claim and the date such insured first received such claim.  The insured shall also:


1. Immediately send us copies of all demands, notices, summonses or other legal documents received in connection with the claim;


2. Authorize us to obtain records and other information; and


3. Give us and any counsel we select to represent an insured in connection with a suit or to investigate any claim, full cooperation and such information as we or such counsel may reasonably require, including, but not limited to, assisting us or such counsel in:

(i) any investigation of a claim, or other matter relating to the coverage afforded under this endorsement (including submission to an examination by us or our designee, under oath if required by us);


(ii) making settlements; 


(iii) enforcing any legal rights the insured or we may have against any person or entity who may be liable to the insured;


(iv) attending depositions, hearings and trials;


(v) securing and giving evidence, and obtaining the attendance of witnesses; and


(vi) any inspection or survey conducted by us.


D.
In the event of an administrative action, the insured shall notify us whether the insured has any other insurance policy, prepaid legal service contract or legal practitioner retainer agreement available to him/her with respect to such administrative action.   The insured shall also:


1.
Send to us, as soon as practicable, copies of any notices, complaints or other legal papers received in connection with any administrative action;


2.
Authorize us to obtain records and other information; and 


3. 
Furnish us, upon our request, with records and other information and submit to an interview by us or our representative concerning the full extent of their knowledge of the events leading to the administrative action.  We shall also be entitled to immediately receive upon request copies of any regulatory agency correspondence the insured received relating to such administrative action, including without limitation any correspondence which may have predated the date of application for coverage under the policy. 


E.
Under all circumstances, no insured shall admit any liability, assume any financial obligation, pay any money, or incur any expense in connection with any personal identity event without our prior written consent.  If any insured does, it will be at such insured’s own expense.  The foregoing sentences of this paragraph IV.E. shall not apply to a settlement pursuant to Clause II. DEFENSE, paragraph D. of this endorsement so long as the insured provides us written notice of such settlement as soon as practicable, but in no case later than thirty (30) days after such settlement is reached in principle.


F.
The insured shall take reasonable steps to prevent a personal identity event and to mitigate the damages arising out of a personal identity event.  In all events, no insured shall take any action, or fail to take any action, without our prior written consent, which prejudices our rights under this endorsement, except as indicated in Clause II. DEFENSE, paragraph D.


V.   ADDITIONAL CIP OBLIGATIONS 


In addition to all other duties and obligations contained elsewhere in the policy:


A. The named insured shall allow us to examine and audit all of the named insured’s records that relate to this endorsement.  We may conduct the audits during regular business hours during the policy period and within three (3) years after the policy period ends; and 


B. The named insured shall pay all additional premium under this endorsement when due.  The named insured shall also act on behalf of each and every insured with respect to the giving and receiving of any notice under this endorsement, including, but not limited to, notice of a personal identity event and any claim or administrative action arising out of such personal identity event.

C. Payments made under this endorsement to or on behalf of any insureds shall be repaid to us by such insureds, severally according to their respective interests, in the event and to the extent that such insureds shall not be entitled to such payment.


VI.  CIP EXCLUSIONS


The exclusions of the policy apply to this endorsement.  However, solely with respect to the coverage afforded under this endorsement, the following additional exclusions apply:


The coverage afforded under this endorsement shall not apply to:


A.
any damages, defense costs, administrative expenses, notification costs, crisis expenses, and post event services expenses arising out of or resulting, directly or indirectly, from any dishonest, fraudulent, criminal or malicious act, error or omission, or any intentional or knowing violation of the law or the privacy policy of the named insured, or gaining of any profit or advantage to which the insured is not legally entitled, if committed by any of the named insured’s:


1.
directors, officers, trustees, governors, management committee members, members of the management board or partners (or the equivalent positions), whether acting alone or in collusion with other persons; or


2.
employees (other than officers), if any of the named insured’s elected or appointed officers possessed knowledge of any such:


a) 
dishonest, fraudulent, criminal or malicious act, error or omission;


b) 
intentional or knowing violation of the law or the privacy policy of the named insured; or 


c) 
gaining of any profit or advantage to which the insured is not legally entitled, 


prior to or at the time (a), (b) or (c) above were committed;


provided, however, we will defend suits alleging any of the foregoing conduct, until there is a judgment against, final adjudication against, adverse finding of fact against, adverse admission by, or plea of nolo contendere or no contest by, the insured as to such conduct, at which time the insured shall reimburse us for defense costs;

B. any personal identity event that any of the named insured’s directors, officers, trustees, governors, management committee members, members of the management board or partners (or the equivalent positions)  knew or reasonably could have foreseen prior to the occurrence of that personal identity event; 


C.
any damages, defense costs, administrative expenses, notification costs, crisis expenses, and post event services expenses arising out of or resulting, directly or indirectly, from physical injury, sickness, disease, disability, shock or mental anguish sustained by any person, including without limitation, required care, loss of services or death at any time resulting therefrom;


D.
any damages, defense costs, administrative expenses, notification costs, crisis expenses, and post event services expenses arising out of or resulting, directly or indirectly, from any of the following:


1.
fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, landslide, hail, an act of God or any other physical event, however caused;


2. strikes or similar labor action, war, invasion, act of foreign enemy, hostilities or warlike operations (whether declared or not), civil war, mutiny, civil commotion assuming the proportions of or amounting to a popular rising, military rising, insurrection, rebellion, revolution, military or usurped power, or any action taken to hinder or defend against these actions; or


3.
electrical or mechanical failures, including any electrical power interruption, surge, brownout or blackout; a failure of telephone lines, data transmission lines, satellites or other infrastructure comprising or supporting the Internet, unless such lines or infrastructure were under the insured’s operational control; 


E.
any damages, defense costs, administrative expenses, notification costs, crisis expenses, and post event services expenses arising out of or resulting, directly or indirectly, from the presence of or the actual, alleged or threatened discharge, dispersal, release or escape of pollutants (including nuclear materials), or any direction or request to test for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way respond to or assess the effects of pollutants;


F.
any personal identity event that was not properly reported to us during the notice period;

G.
any claim seeking non-monetary relief, including without limitation, injunctive relief, declaratory relief, or other equitable remedies;


H.
any expenses incurred as a result of regularly scheduled, recurring or routine regulatory examinations, inquiries or compliance activities;


I.
any liability or obligation of any insured under any contract or agreement; however, this exclusion shall not apply to liability the insured would have in the absence of such contract or agreement; 


J.
any claim alleging, arising out of or resulting, directly or indirectly, from any purchase, sale, or offer or solicitation of an offer to purchase or sell securities, or any violation of any securities law, including the Securities Act of 1933, as amended, or the Securities Exchange Act of 1934, as amended, or any regulation promulgated under the foregoing statutes, or any federal, state or local laws similar to the foregoing statutes (including “Blue Sky” laws), whether such law is statutory, regulatory or common law; 


K.
any personal identity event resulting from failure of the insured: 


1.
to use, maintain and update at a minimum every ninety (90) days, when necessary, anti-virus software, firewall software on all broadband or high-speed connections to the Internet and software security patches; or


2.
to comply with all data security standards issued by credit card issuers or financial institutions with whom the insured transacts business, if the insured processes, stores or handles credit card information;


L.
any personal identity event that first occurred prior to the CIP Retroactive Date set forth in the Schedule;


M. 
any damages, defense costs, administrative expenses, notification costs, crisis  expenses, and post event services expenses arising out of or resulting, directly or indirectly, from the infringement of copyright, patent, trademark, trade secret or other intellectual property rights; 


N.
any damages, defense costs, administrative expenses, notification costs, crisis expenses, and post event services expenses alleging, arising out of or resulting, directly or indirectly, from any discrimination against any person or entity on any basis, including but not limited to: race, creed, color, religion, ethnic background, national origin, age, handicap, disability, sex, sexual orientation or pregnancy; or


O.
any claim against an insured that is brought, directly or indirectly, by or on behalf of:

1. any insured;  


2. any entity that is owned, managed or operated, directly or indirectly, in whole or in part, by an insured; or 


3. any parent company, subsidiary, director, officer, partner, trustee, successor or assignee of an insured, or anyone affiliated with an insured or such business entity through common majority ownership or control, 


provided, however, this exclusion shall not apply to any claim brought by or on behalf of an insured whose personally identifiable information is the subject of an otherwise covered personal identity event.  Notwithstanding the foregoing, there shall be no coverage for any counterclaims against such insured.  


Provided further, however, this endorsement shall apply to defense costs incurred in connection with any cross claim for contribution or indemnity that is part of an otherwise covered claim and is brought by one insured against another insured.


VII. CIP SUBLIMITS OF INSURANCE


The following Sublimits are subject to the aggregate Limit of Liability for the policy shown in the Declarations and described in the policy:

A.
The CIP Coverage Sublimit of Insurance indicated in the Schedule of this endorsement will be the most we shall pay for all coverages combined, regardless of the number of personal identity events, persons, entities, claims or administrative actions covered by this endorsement, or claimants, claims or administrative actions made and regardless of the total of all damages, defense costs, administrative expenses, notification costs, crisis expenses and post event services expenses resulting from all personal identity events first discovered by an insured during the policy period and reported to us within the notice period.  


B.
All claims, administrative actions, damages, defense costs, administrative expenses, notification costs, crisis expenses and post event services expenses resulting from the same, continuous, related or repeated personal identity event shall be subject to the terms, conditions, exclusions and the CIP Coverage Sublimit of the CIP Coverage Extension Endorsement issued by us to the named insured in effect at the time the first such personal identity event is first discovered by an insured. 


C.
The most we shall pay for the total of all:

1.
damages and defense costs is the Personal Identity Sublimit indicated in the Schedule;


2.
administrative expenses is the Administrative Action Sublimit indicated in the Schedule; and

3.
notification costs, crisis expenses and post event services expenses is the Identity Event Reimbursement Sublimit indicated in the Schedule;


regardless of the number of personal identity events first discovered by an insured during the policy period and reported to us within the notice period.  The above enumerated Sublimits shall be part of, and not in addition to the CIP Coverage Sublimit, and shall be excess of the CIP Retention.

D. 
Solely with respect to Insuring Agreement I.A, Personal Identity Liability, we shall also pay all interest on that amount of any judgment for a covered personal identity event that is within the Personal Identity Liability Sublimit:  


1.
which accrues after entry of judgment; and


2.
before we have paid, offered to pay, or deposited in court that part of the judgment within the Personal Identity Liability Sublimit.


Any such payment shall be part of, and not in addition to, the CIP Coverage Sublimit.


VIII. CIP RETENTION 


The insured shall be responsible for the CIP Retention set forth in the Schedule and such CIP Retention amount must remain uninsured. The CIP Retention applies to each personal identity event.  In our sole and absolute discretion without prior notice to the insured, we may advance all or part of the CIP Retention in which case the insured agrees to repay us promptly after we notify the insured of that payment.


All other terms and conditions of the policy remain the same.










______________________________










Authorized Signature
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PROTECTING PERSONAL INFORMATION 
A Guide for Business


Most companies keep sensitive personal 
information in their files—names, Social 
Security numbers, credit card, or other 
account data—that identifies customers 
or employees.


This information often is necessary to  
fill orders, meet payroll, or perform  
other necessary business functions. 
However, if sensitive data falls into the 
wrong hands, it can lead to fraud, 
identity theft, or similar harms. Given  
the cost of a security breach—losing 
your customers’ trust and perhaps  
even defending yourself against a 
lawsuit—safeguarding personal 
information is just plain good business.


Some businesses may have the expertise 
in-house to implement an appropriate 
plan. Others may find it helpful to hire a 
contractor. Regardless of the size—or 
nature—of your business, the principles 
in this brochure will go a long way 
toward helping you keep data secure. 


FEDERAL TRADE COMMISSION 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
1–877–FTC–HELP (1–877–382–4357)
ftc.gov/infosecurity







A sound data security plan is built on 5 key principles: 


1.	 Take stock. Know what personal information  
you have in your files and on your computers. 


2. 	Scale down. Keep only what you need for  
your business. 


3. 	Lock it. Protect the information that you keep. 


4. 	Pitch it. Properly dispose of what you no  
longer need. 


5. 	Plan ahead. Create a plan to respond to security 
incidents.


Use the checklists on the following pages to see how your 
company’s practices measure up—and where changes  
are necessary. You also can take an interactive tutorial at  
www.ftc.gov/infosecurity.
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Take stock. 


Effective data security starts with assessing what information you have and iden-
tifying who has access to it. Understanding how personal information moves into, 
through, and out of your business and who has—or could have—access to it is 
essential to assessing security vulnerabilities. You can determine the best ways to 
secure the information only after you’ve traced how it flows.


	 Inventory all computers, laptops, flash drives, disks, home computers,  
and other equipment to find out where your company stores sensitive data. 
Also inventory the information you have by type and location. Your file 
cabinets and computer systems are a start, but remember: your business 
receives personal information in a number of ways—through websites, from 
contractors, from call centers, and the like. What about information saved  
on laptops, employees’ home computers, flash drives, and cell phones?  
No inventory is complete until you check everywhere sensitive data might  
be stored.


	 Track personal information through your business by talking with your sales 
department, information technology staff, human resources office, accounting 
personnel, and outside service providers. Get a complete picture of: 


	 Who sends sen-
sitive personal 
information to 
your business. Do 
you get it from cus-
tomers? Credit card 
companies? Banks 
or other financial 
institutions? Credit 
bureaus? Other 
businesses?


	 How your business 
receives personal 
information. Does 
it come to your 
business through 
a website? By email? Through the mail? Is it transmitted 
through cash registers in stores?


	 What kind of information you collect at each entry 
point. Do you get credit card information online? Does 
your accounting department keep information about 
customers’ checking accounts?


	 Where you keep the information you collect at each 
entry point. Is it in a central computer database? On 
individual laptops? On disks or tapes? In file cabinets? In 
branch offices? Do employees have files at home? 


	 Who has—or could have—access to the information. 
Which of your employees has permission to access the 
information? Could anyone else get a hold of it? What 
about vendors who supply and update software you use 
to process credit card transactions? Contractors operat-
ing your call center?


	 Different types of information present varying risks. Pay 
particular attention to how you keep personally identifying 
information: Social Security numbers, credit card or financial 
information, and other sensitive data. That’s what thieves use 
most often to commit fraud or identity theft.


1.	 Take stock. Know what personal information you 
have in your files and on your computers. 


1


Security Check
Question: 


Are there laws that require my company to 


keep sensitive data secure?


Answer: 
Yes. While you’re taking stock of the data in 
your files, take stock of the law, too. Statutes 
like the Gramm-Leach-Bliley Act, the Fair 
Credit Reporting Act, and the Federal Trade 
Commission Act may require you to provide 
reasonable security for sensitive information.


To find out more, visit www.ftc.gov/privacy.







7


2
Scale down. 


2
2.	 Scale down. Keep only what you need for your 


business. 


If you don’t have a legitimate business need for sensitive personally identifying 
information, don’t keep it. In fact, don’t even collect it. If you have a legitimate 
business need for the information, keep it only as long as it’s necessary.


	 Use Social Security numbers only for required and lawful purposes—
like reporting employee taxes. Don’t use Social Security numbers 
unnecessarily—for example, as an employee or customer identification 
number, or because you’ve always done it. 


	 The law requires you to shorten—or truncate—the 
electronically printed credit and debit card receipts you 
give your customers. You may include no more than 
the last five digits of the card number, and you must 
delete the expiration date. 


	 Don’t keep customer credit card information unless 
you have a business need for it. For example, don’t 
retain the account number and expiration date 
unless you have an essential business need to do so. 
Keeping this information—or keeping it longer than 
necessary—raises the risk that the information could 
be used to commit fraud or identity theft.


	 Check the default settings on your software that reads 
customers’ credit card numbers and processes the 
transactions. Sometimes it’s preset to keep information 
permanently. Change the default setting to make sure 
you’re not keeping information you don’t need.


	 If you must keep information for business reasons 
or to comply with the law, develop a written records 
retention policy to identify what information must be 
kept, how to secure it, how long to keep it, and how to 
dispose of it securely when you no longer need it. 


Security Check
Question: 


We like to have accurate information about our customers, so 


we usually create a permanent file about all aspects of their 


transactions, including the information we collect from the magnetic 


stripe on their credit cards. Could this put their information at risk?


Answer:


Yes. Keep sensitive data in your system only as long as you have a 


business reason to have it. Once that business need is over, properly 


dispose of it. If it’s not in your system, it can’t be stolen by hackers.
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LOCK IT. 


3.	 LOCK IT. Protect the information that you keep. 


What’s the best way to protect the sensitive personally identifying information 
you need to keep? It depends on the kind of information and how it’s stored. 
The most effective data security plans deal with four key elements: physical 
security, electronic security, employee training, and the security practices of 
contractors and service providers.


Physical Security
Many data compromises happen the old-fashioned way—through lost or stolen 
paper documents. Often, the best defense is a locked door or an alert employee. 


	 Store paper documents or files, as well as CDs, floppy disks, zip drives, 
tapes, and backups containing personally identifiable information in a 
locked room or in a locked file cabinet. Limit access to employees with a 
legitimate business need. Control who has a key, and the number of keys.


	 Require that files containing personally identifiable 
information be kept in locked file cabinets except when 
an employee is working on the file. Remind employees 
not to leave sensitive papers out on their desks when 
they are away from their workstations.


	 Require employees to put files away, log off their 
computers, and lock their file cabinets and office doors 
at the end of the day.


	 Implement appropriate access controls for your 
building. Tell employees what to do and whom to call if 
they see an unfamiliar person on the premises.


	 If you maintain offsite storage facilities, limit employee 
access to those with a legitimate business need. Know if 
and when someone accesses the storage site.


	 If you ship sensitive information using outside carriers 
or contractors, encrypt the information and keep an 
inventory of the information being shipped. Also use 
an overnight shipping service that will allow you to 
track the delivery of your information. 


Electronic Security
Computer security isn’t just the realm of your IT staff. 
Make it your business to understand the vulnerabilities of 
your computer system, and follow the advice of experts in  
the field. 


General Network Security
	 Identify the computers or servers where sensitive 


personal information is stored. 


	 Identify all connections to the computers where 
you store sensitive information. These may include 
the Internet, electronic cash registers, computers 
at your branch offices, computers used by service 
providers to support your network, and wireless 
devices like inventory scanners or cell phones. 


3
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	 Assess the vulnerability of each connection to commonly known or 
reasonably foreseeable attacks. Depending on your circumstances, 
appropriate assessments may range from having a knowledgeable 
employee run off-the-shelf security software to having an independent 
professional conduct a full-scale security audit.


	 Don’t store sensitive consumer data on any computer with an Internet 
connection unless it’s essential for conducting your business. 


	 Encrypt sensitive information that you send to third parties over 
public networks (like the Internet), and consider encrypting sensitive 
information that is stored on your computer network or on disks 
or portable storage devices used by your employees. Consider also 
encrypting email transmissions within your business if they contain 
personally identifying information.


	 Regularly run up-to-date anti-virus and anti-spyware programs on 
individual computers and on servers on your network. 


	 Check expert websites (such as www.sans.org) and your software 
vendors’ websites regularly for alerts about new vulnerabilities, and 
implement policies for installing vendor-approved patches to correct 
problems.


	 Scan computers on your network to identify and profile the operating 
system and open network services. If you find services that you 
don’t need, disable them to prevent hacks or other potential security 
problems. For example, if email service or an Internet connection is  
not necessary on a certain computer, consider closing the ports to those 
services on that computer to prevent unauthorized access to  
that machine.


	 When you receive or transmit credit card information or other sensitive 
financial data, use Secure Sockets Layer (SSL) or another secure 
connection that protects the information in transit. 


	 Pay particular attention to the security of your 
web applications—the software used to give 
information to visitors to your website and to 
retrieve information from them. Web applications 
may be particularly vulnerable to a variety of 
hack attacks. In one variation called an “injection 
attack,” a hacker inserts malicious commands 
into what looks like a legitimate request for 
information. Once in your system, hackers transfer 
sensitive information from your network to their 
computers. Relatively simple defenses against these 
attacks are available from a variety of sources. 


LOCK IT. 


3


Security Check
Question: 


We encrypt financial data customers submit on our website.  


But once we receive it, we decrypt it and email it over the Internet  


to our branch offices in regular text. Is there a safer practice?


Answer: 


Yes. Regular email is not a secure method for sending sensitive data. 


The better practice is to encrypt any transmission that contains 


information that could be used by fraudsters or ID thieves.
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Password Management
	 Control access to sensitive information by requiring that employees use 


“strong” passwords. Tech security experts say the longer the password, 
the better. Because simple passwords—like common dictionary 
words—can be guessed easily, insist that employees choose passwords 
with a mix of letters, numbers, and characters. Require an employee’s 
user name and password to be different, and require frequent changes 
in passwords. 


	 Explain to employees why it’s against company policy to share their 
passwords or post them near their workstations.


	 Use password-activated screen savers to lock employee computers  
after a period of inactivity.


	 Lock out users who don’t enter the correct password within a 
designated number of log-on attempts.


	 Warn employees about possible calls from identity 
thieves attempting to deceive them into giving 
out their passwords by impersonating members 
of your IT staff. Let employees know that calls like 
this are always fraudulent, and that no one should 
be asking them to reveal their passwords.


	 When installing new software, immediately change 
vendor-supplied default passwords to a more 
secure strong password.


	 Caution employees against transmitting sensitive 
personally identifying data—Social Security 
numbers, passwords, account information— 
via email. Unencrypted email is not a secure way to 
transmit any information. 


Laptop Security
	 Restrict the use of laptops to those employees who 


need them to perform their jobs.


	 Assess whether sensitive information really needs 
to be stored on a laptop. If not, delete it with a 
“wiping” program that overwrites data on the 
laptop. Deleting files using standard keyboard 
commands isn’t sufficient because data may remain 
on the laptop’s hard drive. Wiping programs are 
available at most office supply stores. 


	 Require employees to store laptops in a secure 
place. Even when laptops are in use, consider using 
cords and locks to secure laptops to employees’ 
desks. 


LOCK IT. 
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Security Check
Question: 


Our account staff needs access to our database of customer financial 


information. To make it easier to remember, we just use our company 


name as the password. Could that create a security problem?  


Answer: 


Yes. Hackers will first try words like “password,” your company name, 


the software’s default password, and other easy-to-guess choices. 


They’ll also use programs that run through common English words and 


dates. To make it harder for them to crack your system, select strong 


passwords—the longer, the better—that use a combination of letters, 


symbols, and numbers. And change passwords often. 
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	 Consider allowing laptop users only to access sensitive information, 
but not to store the information on their laptops. Under this approach, 
the information is stored on a secure central computer and the laptops 
function as terminals that display information from the central 
computer, but do not store it. The information could be further 
protected by requiring the use of a token, “smart card,” thumb print, or 
other biometric—as well as a password—to access the central computer.


	 If a laptop contains sensitive data, encrypt it and configure it so users 
can’t download any software or change the security settings without 
approval from your IT specialists. Consider adding an “auto-destroy” 
function so that data on a computer that is reported stolen will be de-
stroyed when the thief uses it to try to get on the Internet.


	 Train employees to be mindful of security when they’re on the road. 
They should never leave a laptop visible in a car, at a hotel luggage 
stand, or packed in checked luggage unless directed to by airport 
security. If someone must leave a laptop in a car, it should be locked in a 
trunk. Everyone who goes through airport security should keep an eye 
on their laptop as it goes on the belt. 


Firewalls
	 Use a firewall to protect your computer from hacker attacks while it is 


connected to the Internet. A firewall is software or hardware designed 
to block hackers from accessing your computer. A properly configured 
firewall makes it tougher for hackers to locate your computer and get 
into your programs and files.


	 Determine whether you should install a “border” firewall where 
your network connects to the Internet. A border firewall separates 
your network from the Internet and may prevent an attacker from 
gaining access to a computer on the network where you store sensitive 
information. Set “access controls”—settings that determine who gets 
through the firewall and what they will be allowed to see—to allow 
only trusted employees with a legitimate business need to access the 
network. Since the protection a firewall provides is only as effective as 
its access controls, review them periodically.


	 If some computers on your network store sensitive information 
while others do not, consider using additional firewalls to protect the 
computers with sensitive information. 


LOCK IT. 


3


Wireless and Remote Access
	 Determine if you use wireless devices like 


inventory scanners or cell phones to connect to 
your computer network or to transmit sensitive 
information.


	 If you do, consider limiting who can use a wireless 
connection to access your computer network. You 
can make it harder for an intruder to access the 
network by limiting the wireless devices that can 
connect to your network.


	 Better still, consider encryption to make it more 
difficult for an intruder to read the content. 
Encrypting transmissions from wireless devices to 
your computer network may prevent an intruder 
from gaining access through a process called 
“spoofing”—impersonating one of your computers 
to get access to your network. 


	 Consider using encryption if you allow remote 
access to your computer network by employees 
or by service providers, such as companies that 
troubleshoot and update software you use to 
process credit card purchases.


Detecting Breaches
	 To detect network breaches when they occur, 


consider using an intrusion detection system. 
To be effective, it must be updated frequently to 
address new types of hacking.


	 Maintain central log files of security-related 
information to monitor activity on your network 
so that you can spot and respond to attacks. 
If there is an attack on your network, the log 
will provide information that can identify the 
computers that have been compromised. 
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	 Monitor incoming traffic for signs that someone is trying to hack in. 
Keep an eye out for activity from new users, multiple log-in attempts 
from unknown users or computers, and higher-than-average traffic at 
unusual times of the day.


	 Monitor outgoing traffic for signs of a data breach. Watch for 
unexpectedly large amounts of data being transmitted from your 
system to an unknown user. If large amounts of information are  
being transmitted from your network, investigate to make sure the 
transmission is authorized. 


	 Have in place and implement a breach response plan. See pages 22–23 
for more information.


Employee Training
Your data security plan may look great on paper, but it’s only as strong as the 
employees who implement it. Take time to explain the rules to your staff, and 
train them to spot security vulnerabilities. Periodic training emphasizes the 
importance you place on meaningful data security practices. A well-trained 
workforce is the best defense against identity theft and data breaches. 


	 Check references or do background checks before hiring employees who 
will have access to sensitive data.


	 Ask every new employee to sign an agreement to follow your company’s 
confidentiality and security standards for handling sensitive data. Make 
sure they understand that abiding by your company’s data security 
plan is an essential part of their duties. Regularly remind employees of 
your company’s policy—and any legal requirement—to keep customer 
information secure and confidential.


	 Know which employees have access to consumers’ sensitive personally 
identifying information. Pay particular attention to data like Social Security 
numbers and account numbers. Limit access to personal information to 
employees with a “need to know.”


	 Have a procedure in place for making sure that workers who leave your 
employ or transfer to another part of the company no longer have access 
to sensitive information. Terminate their passwords, and collect keys and 
identification cards as part of the check-out routine. 


LOCK IT. 
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	 Create a “culture of security” by implementing 
a regular schedule of employee training. Update 
employees as you find out about new risks and 
vulnerabilities. Make sure training includes employees 
at satellite offices, temporary help, and seasonal 
workers. If employees don’t attend, consider blocking 
their access to the network. 


	 Train employees to recognize security threats. Tell 
them how to report suspicious activity and publicly 
reward employees who alert you to vulnerabilities.


	 Consider asking your employees to take the FTC’s 
plain-language, interactive tutorial at 
www.ftc.gov/infosecurity. 


Security Check
Question: 


I’m not really a “tech” type. Are there steps our computer people can 


take to protect our system from common hack attacks?


Answer: 


Yes. There are relatively simple fixes to protect your computers from 


some of the most common vulnerabilities. For example, a threat called 


an “SQL injection attack” can give fraudsters access to sensitive 


data on your system, but can be thwarted with a simple change to 


your computer. Bookmark the websites of groups like the Open Web 


Application Security Project, www.owasp.org, or SANS (SysAdmin, 


Audit, Network, Security) Institute’s Most Critical Internet Security 


Vulnerabilities, www.sans.org/top20, for up-to-date information on the 


latest threats—and fixes. And check with your software vendors for 


patches that address new vulnerabilities.
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	 Tell employees about your company policies regarding keeping information 
secure and confidential. Post reminders in areas where sensitive 
information is used or stored, as well as where employees congregate. Make 
sure your policies cover employees who telecommute or access sensitive 
data from home or an offsite location.


	 Warn employees about phone phishing. Train them to be suspicious of 
unknown callers claiming to need account numbers to process an order or 
asking for customer or employee contact information. Make it office policy 
to double-check by contacting the company using a phone number you 
know is genuine.


	 Require employees to notify you immediately if there is a potential security 
breach, such as a lost or stolen laptop. 


	 Impose disciplinary measures for security policy violations.


	 For computer security tips, tutorials, and quizzes for everyone on your staff, 
visit www.OnGuardOnline.gov.


Security practices of contractors 
and service providers
Your company’s security practices depend on the people 
who implement them, including contractors and service 
providers.


	 Before you outsource any of your business functions—
payroll, web hosting, customer call center operations, 
data processing, or the like—investigate the company’s 
data security practices and compare their standards to 
yours. If possible, visit their facilities.


	 Address security issues for the type of data your service 
providers handle in your contract with them.


	 Insist that your service providers notify you of any 
security incidents they experience, even if the incidents 
may not have led to an actual compromise of your data.	


LOCK IT. 


3
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PITCH IT. 


4.	 PITCH IT. Properly dispose of what you no  
longer need. 


What looks like a sack of trash to you can be a gold mine for an identity thief. 
Leaving credit card receipts or papers or CDs with personally identifying 
information in a dumpster facilitates fraud and exposes consumers to the risk of 
identity theft. By properly disposing of sensitive information, you ensure that it 
cannot be read or reconstructed.


	 Implement information disposal practices that are reasonable and 
appropriate to prevent unauthorized access to—or use of—personally 
identifying information. Reasonable measures for your operation are based 
on the sensitivity of the information, the costs and benefits of different 
disposal methods, and changes in technology. 


	 Effectively dispose of paper records by shredding, 
burning, or pulverizing them before discarding. 
Make shredders available throughout the workplace, 
including next to the photocopier.


	 When disposing of old computers and portable storage 
devices, use wipe utility programs. They’re inexpensive 
and can provide better results by overwriting the entire 
hard drive so that the files are no longer recoverable. 
Deleting files using the keyboard or mouse commands 
usually isn’t sufficient because the files may continue 
to exist on the computer’s hard drive and could be 
retrieved easily. 


	 Make sure employees who work from home follow the 
same procedures for disposing of sensitive documents 
and old computers and portable storage devices.


	 If you use consumer credit reports for a business 
purpose, you may be subject to the FTC’s Disposal 
Rule. For more information, see Disposing of Consumer 
Report Information? New Rule Tells How at  
www.ftc.gov (just enter the title into the search engine).


4


Security Check
Question: 


My company collects credit applications from customers. The form 


requires them to give us lots of financial information. Once we’re 


finished with the applications, we’re careful to throw them away.  


Is that sufficient?


Answer: 


No. Have a policy in place to ensure that sensitive paperwork is 


unreadable before you throw it away. Burn it, shred it, or pulverize it to 


make sure identity thieves can’t steal it from your trash.
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Taking steps to protect data in your possession can go a long way toward 
preventing a security breach. Nevertheless, breaches can happen. Here’s 
how you can reduce the impact on your business, your employees, and your 
customers:


	 Have a plan in place to respond to security incidents. Designate a senior 
member of your staff to coordinate and implement the response plan.


	 If a computer is compromised, disconnect it immediately from the Internet.


PLAN AHEAD.


5.	 PLAN AHEAD. Create a plan for responding to 
security incidents. 	 Investigate security incidents immediately and take 


steps to close off existing vulnerabilities or threats to 
personal information. 


	 Consider whom to notify in the event of an incident, 
both inside and outside your organization. You may 
need to notify consumers, law enforcement, customers, 
credit bureaus, and other businesses that may be 
affected by the breach. In addition, many states and 
the federal bank regulatory agencies have laws or 
guidelines addressing data breaches. Consult your 
attorney.


5


Security Check
Question: 


I own a small business. Aren’t these precautions going to cost me  


a mint to implement?


Answer: 


No. There’s no one-size-fits-all approach to data security, and 


what’s right for you depends on the nature of your business and the 


kind of information you collect from your customers. Some of the 


most effective security measures—using strong passwords, locking 


up sensitive paperwork, training your staff, etc.—will cost you next 


to nothing and you’ll find free or low-cost security tools at non-profit 


websites dedicated to data security. Furthermore, it’s cheaper in the 


long run to invest in better data security than to lose the goodwill 


of your customers, defend yourself in legal actions, and face other 


possible consequences of a data breach.







ADDITIONAL RESOURCES 
These websites and publications have more 
information on securing sensitive data:


	 Federal Trade Commission’s 
Interactive Tutorial 
www.ftc.gov/infosecurity


	 National Institute of Standards and 
Technology (NIST)’s Computer Security 
Resource Center 
www.csrc.nist.gov


	 NIST’s Risk Management Guide for 
Information Technology Systems 
www.csrc.nist.gov/publications/
nistpubs/800-30/sp800-30.pdf


	 Department of Homeland Security’s 
National Strategy to Secure Cyberspace 
www.dhs.gov/xlibrary/assets/ 
National_Cyberspace_Strategy.pdf


	 SANS (SysAdmin, Audit, Network, 
Security) Institute’s Most Critical  
Internet Security Vulnerabilities 
www.sans.org/top20


	 United States Computer Emergency 
Readiness Team (US-CERT) 
www.us-cert.gov


	 Carnegie Mellon Software Engineering 
Institute’s CERT Coordination Center 
www.cert.org/other_sources


	 Center for Internet Security (CIS) 
www.cisecurity.org


	 The Open Web Application Security Project 
www.owasp.org


	 OnGuard Online 
www.OnGuardOnline.gov


The FTC works for the consumer to prevent 
fraudulent, deceptive, and unfair business 
practices in the marketplace and to provide 
information to help consumers spot, stop, and 
avoid them. To file a complaint or to get free 
information on consumer issues, visit ftc.gov or 
call toll-free 1–877–FTC-HELP (1–877–382–4357); 
TTY: 1–866–653–4261. The FTC enters Internet, 
telemarketing, identity theft, and other fraud-
related complaints into Consumer Sentinel, a 
secure online database available to hundreds of 
civil and criminal law enforcement agencies in 
the U.S. and abroad.


Opportunity to Comment


The National Small Business Ombudsman 
and 10 Regional Fairness Boards collect 
comments from small businesses about federal 
compliance and enforcement activities. Each 
year, the Ombudsman evaluates the conduct 
of these activities and rates each agency’s 
responsiveness to small businesses. Small 
businesses can comment to the Ombudsman 
without fear of reprisal. To comment, call toll-
free 1-888-REGFAIR (1-888-734-3247) or go to 
www.sba.gov/ombudsman.







FEDERAL TRADE COMMISSION 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
1–877–FTC–HELP (1–877–382–4357)
ftc.gov/infosecurity
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PROFESSIONAL LIABILITY


CORPORATE IDENTITY PROTECTION RULES


COMPANY EXCEPTION PAGE


Mississippi




1. Description of Coverage

This optional endorsement is designed to provide three additional insuring agreements subject to an overall endorsement aggregate limit of liability.


The first coverage is Personal Identity Liability.   This coverage is designed to pay for liability claims resulting from security breaches that result or could result in third parties personal information being fraudulently used by an unauthorized person.


The second coverage is for Administrative Action.   Administrative Action means an investigation, settlement, or formal adversarial administrative proceeding against the insured by a governmental agency.


The third coverage is Identity Event Reimbursement Coverage.  This coverage is designed to pay reasonable expenses to mitigate the potential for a Personal Identity Liability loss post event.  These expenses include forensic investigator to determine the extent of the security breach, notification costs to educate the general public post event, and identity theft education and credit file monitoring.  This coverage also provides public relation expenses to protect the reputation of the insured post event.  


Forms:


This form (107966) Corporate Identity Protection Coverage Extension Endorsement attaches to a Professional Liability Policy, 

Mandatory


108104 (08-10) Mississippi Amendatory Endorsement 


2. Eligibility


Every policy is eligible for this endorsement when coverage is written under a Professional Liability Policy, with the exception of the following ineligible classes of business:


Financial institutions, adult business, gambling or gaming, credit card or financial transaction processing, hospitals, data processors, I.T. outsourcing companies, information/data brokers, credit reporting agencies, collection agents, municipalities and governmental agencies.


3. Coverage Limits


For Corporate Identity Protection Coverage the standard aggregate limit is $50,000.


Increased limits of $100,000 and $250,000 are available.


4. Retention


Corporate Identity Protection Coverage is subject to a $2,500 retention amount for each “personal identity event”. 

5. Premium Determination


Refer to the Corporate Identity Protection Rate Table for premium charges. This table indicates the applicable premium based on class of business (tier). Eligible classes of business are divided into three tiers:


a. Tier 1 Classes


Companies whose only personal information is relative to employees. Examples include


manufacturing and wholesale.


b. Tier 2 Classes


Companies that keep financial or account number information on individual customers, but do not


keep customers’ social security numbers. Examples include Retail and Churches.


c. Tier 3 Classes


Companies with customers’ social security numbers. Examples include Apartments, Health Care, Professional Services, and Higher Education. 

.


Premium Charges for Corporate Identity Protection Coverage –


$50,000 Aggregate Limits


Tier 1  
 $125


Tier 2 
 $199


Tier 3 
 $261


Limits:


We will offer the following limits structure.


Option A:
Option B
Option C


Limit Combination


   CIP Coverage Sublimit 
50,000

100,000
250,000


   Personal ID Liability

50,000

100,000
250,000


  Administrative Action

  25,000
  50,000
  75,000


  Identity Event Reimbursement
  25,000
  50,000 
 75,000


  Retention


   2,500
      
    2,500
    2,500


  Maximum Premium

   5,000

    10,000
   15,000


Increased Limits


If increased limits are requested, apply the appropriate increased limit factor below:


Limit Factor


$100,000 
1.8


$250,000
3.6


For higher limits “refer to company”


Premiums determined as outlined above are final premiums, and are not subject to further modification through the application of any other rating plans or factors; including, but not limited to, company deviations, experience and scheduled rating plans, and expense modifications.


6. Minimum Premium


Coverage is not subject to a minimum premium.


7. Midterm Coverage Request


Coverage may be added midterm. If added midterm, premium charges are to be applied on a prorata basis.


CHS-MS-CIP-PR
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DIVISION SIX – GENERAL LIABILITY


CORPORATE IDENTITY PROTECTION RULES


COMPANY EXCEPTION PAGE


Alaska




1. Description of Coverage

This optional endorsement is designed to provide two additional insuring agreements subject to an overall endorsement aggregate limit of liability.


The first coverage is Personal Identity Liability.   This coverage is designed to pay for liability claims resulting from security breaches that result or could result in third parties personal information being fraudulently used by an unauthorized person.


The second coverage is Identity Event Reimbursement Coverage.  This coverage is designed to pay reasonable expenses to mitigate the potential for a Personal Identity Liability loss post event.  These expenses include forensic investigator to determine the extent of the security breach, notification costs to educate the general public post event, and identity theft education and credit file monitoring.  This coverage also provides public relation expenses to protect the reputation of the insured post event.   This endorsement also provides coverage for Administrative Action.   Administrative Action means an investigation, settlement, or formal adversarial administrative proceeding against the insured by a governmental agency.


Form:


This form (108094) Corporate Identity Protection Endorsement  attaches to a Commercial General Liability Policy, but it does not provide coverage under Coverages A, B, or C.  


This endorsement provides two additional Coverage Sections, Coverage D and E.


2. Eligibility


Every policy is eligible for this endorsement when coverage is written under the Commercial General Liability Coverage Form, with the exception of the following ineligible classes of business:


Financial institutions, adult business, gambling or gaming, credit card or financial transaction processing, hospitals, data processors, I.T. outsourcing companies, information/data brokers, credit reporting agencies, collection agents, municipalities and governmental agencies.


3. Coverage Limits


For Corporate Identity Protection Coverage the standard aggregate limit is $50,000.


Increased limits of $100,000 and $250,000 are available.


4. Retention


Corporate Identity Protection Coverage is subject to a $2,500 retention amount for each “personal identity event”. 

5. Premium Determination


Refer to the Corporate Identity Protection Rate Table for premium charges. This table indicates the applicable premium based on class of business (tier). Eligible classes of business are divided into three tiers:


a. Tier 1 Classes


Companies whose only personal information is relative to employees. Examples include


manufacturing and wholesale.


b. Tier 2 Classes


Companies that keep financial or account number information on individual customers, but do not


keep customers’ social security numbers. Examples include Retail and Churches.


c. Tier 3 Classes


Companies with customers’ social security numbers. Examples include Apartments, Health Care, professional services, Higher Education, Financial Institutions, Gaming, and Anyone who processes credit card transactions

.


Premium Charges for Corporate Identity Protection Coverage –


$50,000 Aggregate Limits


Tier 1  
 $125


Tier 2 
 $199


Tier 3 
 $261


Limits:


We will offer the following limits structure.


Option A:
Option B
Option C


Limit Combination


   CIP Aggregate 

50,000

100,000
250,000


   Personal ID Liability

50,000

100,000
250,000


  Administrative Action

  25,000
  50,000
  75,000


  Identity Event Reimbursement
  25,000
  50,000 
 75,000


  Retention


   2,500
      
    2,500
    2,500


  Maximum Premium

   5,000

    10,000
   15,000


Increased Limits


If increased limits are requested, apply the appropriate increased limit factor below:


Limit Factor


$100,000 
1.8


$250,000
3.6


For higher limits “refer to company”


Premiums determined as outlined above are final premiums, and are not subject to further modification through the application of any other rating plans or factors; including, but not limited to, company deviations, experience and scheduled rating plans, and expense modifications.


6. Minimum Premium


Coverage is not subject to a minimum premium.


7. Midterm Coverage Request


Coverage may be added midterm. If added midterm, premium charges are to be applied on a prorata basis.


8. Alaska Attorney Fees Coverage Notice B   68372


68372 must be attached if Corporate Identity Protection Endorsement is offered. 


CHS-AK-CIP-GL


Ed. 6/11


1




_1379318127.doc
GRANITE STATE INSURANCE COMPANY


ILLINOIS NATIONAL INSURANCE COMPANY


NEW HAMPSHIRE INSURANCE COMPANY


Administrative Offices:  175 Water St. 18th Floor, New York, NY 10038 



CORPORATE  IDENTITY PROTECTION  COVERAGE


NOTICE:  THE COVERAGE PROVIDED UNDER THIS ENDORSEMENT REQUIRES THAT A “PERSONAL IDENTITY EVENT” BE FIRST DISCOVERED DURING THE POLICY PERIOD AND REPORTED TO THE COMPANY DURING THE “NOTICE PERIOD”. 


NOTICE:  THE LIMITS OF INSURANCE AVAILABLE TO PAY JUDGMENTS AND OR SETTLEMENTS SHALL BE REDUCED BY AMOUNTS INCURRED FOR “DEFENSE COSTS”. 


I. COMPANY INFORMATION

1. Full Name of Applicant      

2. Address 
       

       

3. Internet/e mail Address(es) 
     

4. Contact Person, title & phone number       

5. Description of your business activities, products and services  including if you keep financial or account information on individual customers or retain customers’ social security numbers.         

6. Revenue


		Next Year Estimate

		Current Year

		Prior Year



		     

		     

		     





II. COVERAGE OPTIONS REQUESTED
(Circle limit. )

LIMIT 

RETENTION 


50,000

2500



100,000

2500



250,000

2500



III. NETWORK SECURITY INFORMATION


7. How is your network security managed?



 FORMCHECKBOX 
  In-House



or



 FORMCHECKBOX 
  By a third party vendor 


      Name of Vendor       

8. If your network security is managed In-House, please check the applicable network security services that you use to safeguard the personal information of your customers/members/employees.


 FORMCHECKBOX 
     Physical security


 FORMCHECKBOX 
     Firewall


 FORMCHECKBOX 
     Data Encryption


 FORMCHECKBOX 
     Access control


 FORMCHECKBOX 
     Periodic security assessments


 FORMCHECKBOX 
     Incident response


 FORMCHECKBOX 
      Dedicated IT personnel


9. Do you use, maintain and update at a minimum every (90) days, when necessary, antivirus software, firewall software on all broadband connections to the internet and high – speed connections to the internet and software security patches?  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  

10. Do you comply with all data security standards issued by credit card issuers or financial institutions with which you transact business, if you process, store or handle credit information?  
Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  

IV. PRIOR COVERAGE


11. Do you currently have an identity theft insurance program in place? Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  

If yes, please attach policy.

12. Have you ever had an application for identity theft insurance declined or has a policy issued to you been cancelled or non-renewed by the insurance carrier?  


Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  

If yes, please give details:      

V. LOSS INFORMATION


13. Have you had any identity theft losses over the past three years (whether or not covered by insurance)?  





Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  

If yes, include date, type and amount of loss:      

14. Have you experienced within the last 3 years: 


a. A theft of customer/member/employee information


 FORMCHECKBOX 
  Yes, with an approximate loss value of       

 


 FORMCHECKBOX 
  No

b. If yes, was this a result of a computer or electronic access?


 FORMCHECKBOX 
  Yes


 FORMCHECKBOX 
  No


The applicant represents that the information furnished in this application is complete, true and correct.  Any misrepresentation, omission, concealment or incorrect statement of a material fact, in this application or otherwise, shall be grounds for the rescission of any policy issued. 


Dated at       this       day of       in the year      

By   


     

Print Name


            

Print Title


_______________________________________________________________


Signature


NOTICE TO ARKANSAS APPLICANTS:  “ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT, OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.”


NOTICE TO COLORADO APPLICANTS: “IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF INSURANCE, AND CIVIL DAMAGES.  ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICYHOLDER OR CLAIMANT FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICYHOLDER OR CLAIMANT WITH REGARD TO A SETTLEMENT OR AWARD PAYABLE FROM INSURANCE PROCEEDS SHALL BE REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF REGULATORY AUTHORITIES.”


NOTICE TO FLORIDA APPLICANTS: “ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY IN THE THIRD DEGREE.”


NOTICE TO KENTUCKY APPLICANTS: “ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME.”


NOTICE TO MAINE APPLICANTS:  “IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES OR A DENIAL OF INSURANCE BENEFITS.”


NOTICE TO NEW JERSEY APPLICANTS: “ANY PERSON WHO INCLUDES ANY FALSE OR MISLEADING INFORMATION ON AN APPLICATION FOR AN INSURANCE POLICY IS SUBJECT TO CRIMINAL AND CIVIL PENALTIES.”


NOTICE TO NEW MEXICO APPLICANTS:  “ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO CIVIL FINES AND CRIMINAL PENALTIES.”


NOTICE TO NEW YORK APPLICANTS: “ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME, AND SHALL ALSO BE SUBJECT TO A CIVIL PENALTY NOT TO EXCEED FIVE THOUSAND DOLLARS AND THE STATED VALUE OF THE CLAIM FOR EACH SUCH VIOLATION.”


NOTICE TO OHIO APPLICANTS: “ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE IS FACILITATING A FRAUD AGAINST AN INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTIVE STATEMENT IS GUILTY OF INSURANCE FRAUD.”


NOTICE TO PENNSYLVANIA APPLICANTS: “ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION OR CLAIM CONTAINING ANY FALSE INCOMPLETE OR MISLEADING INFORMATION SHALL UPON CONVICTION BE SUBJECT TO IMPRISONMENT FOR UP TO SEVEN YEARS AND PAYMENT OF A FINE OF UP TO $15,000.”
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