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AIG Programs - Underwriting Bulletin

99 High Street, 25th Floor
Boston, MA 02110
May 1, 2015


Please note that this Bulletin may provide an update or additional guidance to direction previously provided to you via your Underwriting Guidelines or Program Underwriting Authority document.  This Bulletin supersedes any such previous direction as of the effective date specified below and will be incorporated into your Underwriting Guidelines or Underwriting Authority document, if applicable, as future updates are issued.  If you have any questions or require clarification regarding this Bulletin, please contact your Program Manager.

Title:  Exclusion-Access or Disclosure of Confidential or Personal Information and Data-Related Liability – With Limited Bodily Injury Exception and associated Policyholder Notice - UPDATE
Application: New/Renewal CGL Policies Effective Date 5/1/2014 and Later
Bulletin 20 issued on May 15, 2014 and Bulletin 20A issued on October 13, 2014 provided background information and an update regarding the following two (2) forms:

· CG 21 06 (05/14) – Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception

· 117508 (05/14) – Advisory Notice to Policyholders
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The following is an UPDATE to your responsibilities regarding use of this mandatory ISO General Liability endorsement and accompanying Advisory Notice to Policyholders (please note the distinction between admitted and non-admitted use): 
UPDATE – Admitted Business:
· This endorsement has now been approved for use in New York and also in *Colorado (for Occurrence based policies only) effective immediately.
· This endorsement has been approved for use in Hawaii effective 5/29/2015. 

As a reminder:
Admitted Business

· CG 21 06 (05/14) Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception:  This endorsement has now been approved for use on an admitted basis  in all states except California, *Colorado (for Claims-Made policies) and Texas.

· The use of this endorsement is mandatory on all General Liability policies in the states that have been approved. In addition, for renewal policies you must also attach form 117508 (05/14) – Advisory Notice to Policyholders, for a full renewal cycle.
· We will notify you as approvals are received for the other states noted above. 

Non-Admitted Business

· CG 21 06 (05/14) Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception:  This endorsement is mandatory on all General Liability policies written on a non-admitted basis in all states.  In addition, for renewal policies you must also attach form 117508 (05/14) – Advisory Notice to Policyholders, for a full renewal cycle.

Attached below, for your reference, are copies of the Endorsement and accompanying Notice.
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Also and as previously noted, please do not use other GL endorsements related to electronic data including the ISO CG 21 07, CG 21 08, or CG 04 37.

To add privacy protection to a policy, the underwriter should consider adding Corporate Identity Protection which is available from AIG Programs.

For Program Administrators using CoverAll, the above noted form numbers, edition dates and titles are available within the Custom Forms Database for you to add to your policies being issued.
For Program Administrators using their own proprietary policy issuance systems, please implement these forms immediately per the business rules outlined above.

If you have any questions or require additional support please contact your Program Manager.  Thank you.
The information and other material contained herein is proprietary to AIG Programs and intended for internal use only.  Unauthorized disclosure, dissemination, copying or other use of this information and material without the express written permission of AIG Programs is strictly prohibited.
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AIG PROGRAMS


99 High Street


25th Floor


Boston, MA 02110






Date: 10/13/2014

Title:  Exclusion-Access or Disclosure of Confidential or Personal Information and Data-Related Liability – With Limited Bodily Injury Exception and associated Policyholder Notice - UPDATE

Application: New/Renewal CGL Policies Effective Date 5/1/2014 and Later

Bulletin 20 issued on May 15, 2014 provides the background information regarding the following two (2) forms:


· CG 21 06 (05/14) – Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception

· 117508 (05/14) – Advisory Notice to Policyholders


The following is an UPDATE to your responsibilities regarding use of this mandatory ISO General Liability endorsement and accompanying Advisory Notice to Policyholders (please note the distinction between admitted and non-admitted use): 

Admitted Business


· CG 21 06 (05/14) Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception:  This endorsement has been approved for use on an admitted basis  in all states except California, Colorado, Hawaii, New York and Texas.

· This endorsement has now been approved for use in Maryland, effective 1/1/2015. 


· The use of this endorsement is mandatory on all General Liability policies in the states that have been approved. In addition, for renewal policies you must also attach form 117508 (05/14) – Advisory Notice to Policyholders, for a full renewal cycle.


· We will notify you as approvals are received for the other states noted above. 

Non-Admitted Business


· CG 21 06 (05/14) Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception:  This endorsement is mandatory on all General Liability policies written on a non-admitted basis in all states.  In addition, for renewal policies you must also attach form 117508 (05/14) – Advisory Notice to Policyholders, for a full renewal cycle.


Attached below, for your reference, are copies of the Endorsement and accompanying Notice.





[image: image3.emf]










   

Please do not use other GL endorsements related to electronic data including the ISO CG 21 07, CG 21 08, or CG 04 37.


To add privacy protection to a policy, the underwriter should consider adding Corporate Identity Protection which is available from AIG Programs.

For Program Administrators using CoverAll, the above noted form numbers, edition dates and titles are available within the Custom Forms Database for you to add to your policies being issued.

For Program Administrators using their own proprietary policy issuance systems, please implement these forms immediately per the business rules outlined above.


Please contact your Program Manager with any questions.  Thank you.

The information and other material contained herein is proprietary to AIG Programs and intended for internal use only.  Unauthorized disclosure, dissemination, copying or other use of this information and material without the express written permission of AIG Programs is strictly prohibited.  
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 COMMERCIAL GENERAL LIABILITY
 CG 21 06 05 14
 



THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
 



CG 21 06 05 14 © Insurance Services Office, Inc., 2013 Page 1 of 1
 



EXCLUSION – ACCESS OR DISCLOSURE OF 
CONFIDENTIAL OR PERSONAL INFORMATION AND  



DATA-RELATED LIABILITY – WITH  
LIMITED BODILY INJURY EXCEPTION 



 
This endorsement modifies insurance provided under the following:  



 
COMMERCIAL GENERAL LIABILITY COVERAGE PART 



 
A. Exclusion 2.p. of Section I – Coverage A – 



Bodily Injury And Property Damage Liability is 
replaced by the following:  



 2. Exclusions  
This insurance does not apply to:  



 p. Access Or Disclosure Of Confidential Or 
Personal Information And Data-related 
Liability 
Damages arising out of:  



 (1) Any access to or disclosure of any 
person's or organization's confidential or 
personal information, including patents, 
trade secrets, processing methods, 
customer lists, financial information, 
credit card information, health 
information or any other type of 
nonpublic information; or  



 (2) The loss of, loss of use of, damage to, 
corruption of, inability to access, or 
inability to manipulate electronic data.  



This exclusion applies even if damages are 
claimed for notification costs, credit 
monitoring expenses, forensic expenses, 
public relations expenses or any other loss, 
cost or expense incurred by you or others 
arising out of that which is described in 
Paragraph (1) or (2) above. 
However, unless Paragraph (1) above 
applies, this exclusion does not apply to 
damages because of "bodily injury". 



As used in this exclusion, electronic data 
means information, facts or programs 
stored as or on, created or used on, or 
transmitted to or from computer software, 
including systems and applications 
software, hard or floppy disks, CD-ROMs, 
tapes, drives, cells, data processing 
devices or any other media which are used 
with electronically controlled equipment. 



B. The following is added to Paragraph 2. 
Exclusions of Section I – Coverage B – 
Personal And Advertising Injury Liability:  



 2. Exclusions  
This insurance does not apply to:  
Access Or Disclosure Of Confidential Or 
Personal Information 
"Personal and advertising injury" arising out of 
any access to or disclosure of any person's or 
organization's confidential or personal 
information, including patents, trade secrets, 
processing methods, customer lists, financial 
information, credit card information, health 
information or any other type of nonpublic 
information. 
This exclusion applies even if damages are 
claimed for notification costs, credit monitoring 
expenses, forensic expenses, public relations 
expenses or any other loss, cost or expense 
incurred by you or others arising out of any 
access to or disclosure of any person's or 
organization's confidential or personal 
information. 
 










_1474284973.pdf




  



  



 



117508 (05/14) © Insurance Services Office, Inc., 2013  Page 1 of 1  
 



GENERAL LIABILITY ACCESS OR DISCLOSURE OF  
CONFIDENTIAL OR PERSONAL INFORMATION 



EXCLUSIONS 
 



ADVISORY NOTICE TO POLICYHOLDERS 
 



This Notice does not form part of your policy. No coverage is provided by this Notice nor can it be construed to 
replace any provision of your policy. You should read your policy and review your Declarations page for complete 
information on the coverages you are provided. If there is any conflict between the Policy and this Notice, THE 
PROVISIONS OF THE POLICY SHALL PREVAIL. 



 



Carefully read your policy, including the endorsements attached to your policy. 



 



This Notice provides information concerning the following new endorsement, which applies to your renewal policy 
being issued by us: 



 



CG 21 06 05 14 – Exclusion – Access Or Disclosure Of Confidential Or Personal Information And Data-
related Liability – With Limited Bodily Injury Exception (For Use With The Commercial General Liability 
Coverage Part) 



 



When this endorsement is attached to your policy: 



 Under Coverage A – Bodily Injury And Property Damage Liability, coverage is excluded for damages 
arising out of any access to or disclosure of confidential or personal information. This is a reinforcement of 
coverage. 



 Under Coverage B – Personal And Advertising Injury Liability, coverage is excluded for personal and 
advertising injury arising out of any access to or disclosure of confidential or personal information. To the 
extent that any access or disclosure of confidential or personal information results in an oral or written 
publication that violates a person's right of privacy, this may result in a reduction in coverage. 
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 COMMERCIAL GENERAL LIABILITY
 CG 21 06 05 14
 


THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
 


CG 21 06 05 14 © Insurance Services Office, Inc., 2013 Page 1 of 1
 


EXCLUSION – ACCESS OR DISCLOSURE OF 
CONFIDENTIAL OR PERSONAL INFORMATION AND  


DATA-RELATED LIABILITY – WITH  
LIMITED BODILY INJURY EXCEPTION 


 
This endorsement modifies insurance provided under the following:  


 
COMMERCIAL GENERAL LIABILITY COVERAGE PART 


 
A. Exclusion 2.p. of Section I – Coverage A – 


Bodily Injury And Property Damage Liability is 
replaced by the following:  


 2. Exclusions  
This insurance does not apply to:  


 p. Access Or Disclosure Of Confidential Or 
Personal Information And Data-related 
Liability 
Damages arising out of:  


 (1) Any access to or disclosure of any 
person's or organization's confidential or 
personal information, including patents, 
trade secrets, processing methods, 
customer lists, financial information, 
credit card information, health 
information or any other type of 
nonpublic information; or  


 (2) The loss of, loss of use of, damage to, 
corruption of, inability to access, or 
inability to manipulate electronic data.  


This exclusion applies even if damages are 
claimed for notification costs, credit 
monitoring expenses, forensic expenses, 
public relations expenses or any other loss, 
cost or expense incurred by you or others 
arising out of that which is described in 
Paragraph (1) or (2) above. 
However, unless Paragraph (1) above 
applies, this exclusion does not apply to 
damages because of "bodily injury". 


As used in this exclusion, electronic data 
means information, facts or programs 
stored as or on, created or used on, or 
transmitted to or from computer software, 
including systems and applications 
software, hard or floppy disks, CD-ROMs, 
tapes, drives, cells, data processing 
devices or any other media which are used 
with electronically controlled equipment. 


B. The following is added to Paragraph 2. 
Exclusions of Section I – Coverage B – 
Personal And Advertising Injury Liability:  


 2. Exclusions  
This insurance does not apply to:  
Access Or Disclosure Of Confidential Or 
Personal Information 
"Personal and advertising injury" arising out of 
any access to or disclosure of any person's or 
organization's confidential or personal 
information, including patents, trade secrets, 
processing methods, customer lists, financial 
information, credit card information, health 
information or any other type of nonpublic 
information. 
This exclusion applies even if damages are 
claimed for notification costs, credit monitoring 
expenses, forensic expenses, public relations 
expenses or any other loss, cost or expense 
incurred by you or others arising out of any 
access to or disclosure of any person's or 
organization's confidential or personal 
information. 
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GENERAL LIABILITY ACCESS OR DISCLOSURE OF  
CONFIDENTIAL OR PERSONAL INFORMATION 


EXCLUSIONS 
 


ADVISORY NOTICE TO POLICYHOLDERS 
 


This Notice does not form part of your policy. No coverage is provided by this Notice nor can it be construed to 
replace any provision of your policy. You should read your policy and review your Declarations page for complete 
information on the coverages you are provided. If there is any conflict between the Policy and this Notice, THE 
PROVISIONS OF THE POLICY SHALL PREVAIL. 


 


Carefully read your policy, including the endorsements attached to your policy. 


 


This Notice provides information concerning the following new endorsement, which applies to your renewal policy 
being issued by us: 


 


CG 21 06 05 14 – Exclusion – Access Or Disclosure Of Confidential Or Personal Information And Data-
related Liability – With Limited Bodily Injury Exception (For Use With The Commercial General Liability 
Coverage Part) 


 


When this endorsement is attached to your policy: 


 Under Coverage A – Bodily Injury And Property Damage Liability, coverage is excluded for damages 
arising out of any access to or disclosure of confidential or personal information. This is a reinforcement of 
coverage. 


 Under Coverage B – Personal And Advertising Injury Liability, coverage is excluded for personal and 
advertising injury arising out of any access to or disclosure of confidential or personal information. To the 
extent that any access or disclosure of confidential or personal information results in an oral or written 
publication that violates a person's right of privacy, this may result in a reduction in coverage. 
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AIG PROGRAMS


100 Summer Street


19th Floor


Boston, MA 02110






Date: 05/15/2014

Title: Exclusion-Access or Disclosure of Confidential or Personal Information and Data-Related Liability – With Limited Bodily Injury Exception and associated Policyholder Notice 

Application: New/Renewal Commercial General Liability Admitted and Non-Admitted Policies Effective Date 5/1/2014 and Later

The legal liability associated with use of the internet, individual rights of privacy, and the obligation of users to maintain certain levels of security over access to data (especially financial and medical data) is rapidly evolving. The ability of unauthorized persons to readily obtain information on other individuals is increasing. In response, state and federal governments have enacted new laws that emphasize the protection of privacy of individuals. 

With the recent introduction of mandatory endorsement CG 21 06 (05/14) Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception,  ISO is clarifying its position that the CGL policy was not intended to  cover data liability or privacy claims. 

The following is a summary of your responsibilities with regard to the new mandatory ISO endorsement: 

· CG 21 06 (05/14) Exclusion-Access or Disclosure of Confidential or Personal Information and Data-related Liability-With Limited Bodily Injury Exception: This endorsement is now mandatory on all policies. In addition, on renewal policies you must attach form #117508 (05/14), Advisory Notice to Policyholders, for a full renewal cycle. 

· These forms have been approved in all states EXCEPT California, Colorado, Hawaii, Maryland, New York and Texas.  We will notify you when these states become approved. 
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· Do not use other endorsements related to electronic data including CG 21 07, CG 21 08, or CG 04 37.


To add privacy protection to a policy, the underwriter should consider adding Corporate Identity Protection which is available from AIG Programs.

For those of you with proprietary systems, please have the attached forms uploaded immediately and process as outlined above.


Contact your Program Manager with questions.

The information and other material contained herein is proprietary to AIG Programs and intended for internal use only.  Unauthorized disclosure, dissemination, copying or other use of this information and material without the express written permission of AIG Programs is strictly prohibited.  




Division Control Number:  AIG PROGRAMS (2014 #20)
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 COMMERCIAL GENERAL LIABILITY
 CG 21 06 05 14
 



THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
 



CG 21 06 05 14 © Insurance Services Office, Inc., 2013 Page 1 of 1
 



EXCLUSION – ACCESS OR DISCLOSURE OF 
CONFIDENTIAL OR PERSONAL INFORMATION AND  



DATA-RELATED LIABILITY – WITH  
LIMITED BODILY INJURY EXCEPTION 



 
This endorsement modifies insurance provided under the following:  



 
COMMERCIAL GENERAL LIABILITY COVERAGE PART 



 
A. Exclusion 2.p. of Section I – Coverage A – 



Bodily Injury And Property Damage Liability is 
replaced by the following:  



 2. Exclusions  
This insurance does not apply to:  



 p. Access Or Disclosure Of Confidential Or 
Personal Information And Data-related 
Liability 
Damages arising out of:  



 (1) Any access to or disclosure of any 
person's or organization's confidential or 
personal information, including patents, 
trade secrets, processing methods, 
customer lists, financial information, 
credit card information, health 
information or any other type of 
nonpublic information; or  



 (2) The loss of, loss of use of, damage to, 
corruption of, inability to access, or 
inability to manipulate electronic data.  



This exclusion applies even if damages are 
claimed for notification costs, credit 
monitoring expenses, forensic expenses, 
public relations expenses or any other loss, 
cost or expense incurred by you or others 
arising out of that which is described in 
Paragraph (1) or (2) above. 
However, unless Paragraph (1) above 
applies, this exclusion does not apply to 
damages because of "bodily injury". 



As used in this exclusion, electronic data 
means information, facts or programs 
stored as or on, created or used on, or 
transmitted to or from computer software, 
including systems and applications 
software, hard or floppy disks, CD-ROMs, 
tapes, drives, cells, data processing 
devices or any other media which are used 
with electronically controlled equipment. 



B. The following is added to Paragraph 2. 
Exclusions of Section I – Coverage B – 
Personal And Advertising Injury Liability:  



 2. Exclusions  
This insurance does not apply to:  
Access Or Disclosure Of Confidential Or 
Personal Information 
"Personal and advertising injury" arising out of 
any access to or disclosure of any person's or 
organization's confidential or personal 
information, including patents, trade secrets, 
processing methods, customer lists, financial 
information, credit card information, health 
information or any other type of nonpublic 
information. 
This exclusion applies even if damages are 
claimed for notification costs, credit monitoring 
expenses, forensic expenses, public relations 
expenses or any other loss, cost or expense 
incurred by you or others arising out of any 
access to or disclosure of any person's or 
organization's confidential or personal 
information. 
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GENERAL LIABILITY ACCESS OR DISCLOSURE OF  
CONFIDENTIAL OR PERSONAL INFORMATION 



EXCLUSIONS 
 



ADVISORY NOTICE TO POLICYHOLDERS 
 



This Notice does not form part of your policy. No coverage is provided by this Notice nor can it be construed to 
replace any provision of your policy. You should read your policy and review your Declarations page for complete 
information on the coverages you are provided. If there is any conflict between the Policy and this Notice, THE 
PROVISIONS OF THE POLICY SHALL PREVAIL. 



 



Carefully read your policy, including the endorsements attached to your policy. 



 



This Notice provides information concerning the following new endorsement, which applies to your renewal policy 
being issued by us: 



 



CG 21 06 05 14 – Exclusion – Access Or Disclosure Of Confidential Or Personal Information And Data-
related Liability – With Limited Bodily Injury Exception (For Use With The Commercial General Liability 
Coverage Part) 



 



When this endorsement is attached to your policy: 



 Under Coverage A – Bodily Injury And Property Damage Liability, coverage is excluded for damages 
arising out of any access to or disclosure of confidential or personal information. This is a reinforcement of 
coverage. 



 Under Coverage B – Personal And Advertising Injury Liability, coverage is excluded for personal and 
advertising injury arising out of any access to or disclosure of confidential or personal information. To the 
extent that any access or disclosure of confidential or personal information results in an oral or written 
publication that violates a person's right of privacy, this may result in a reduction in coverage. 



 



 











