Security Checklist for Office Buildings
Bombings and terrorist attacks of commercial office buildings have highlighted the need for enhanced security and emergency planning. However, the dilemma faced by management of office buildings is how to keep the facility secure, while allowing ready access to tenants and visitors and escape during emergencies. This checklist provides an overview of general strategies to be addressed in a security loss control program for office buildings.

General Considerations

· Develop written security policies and an emergency management program, including evacuation procedures, and distribute to all tenants.
· Conduct periodic emergency drills.

· Analyze past incidents of crime and violence on the premises, and the immediate surrounding neighborhood, on a regular basis as a means of evaluating the security program.

· Provide adequate illumination in all areas of the building, including hallways, basements, and garages.

· Control access to air intakes of heating, ventilation, and air conditioning (HVAC) systems to prevent attempts to introduce contaminants into the system.
· Check credentials of contract maintenance personnel.

· Issue distinctive parking permits to tenants and employees for identifying automobiles authorized to park on the property.
· If practical, establish a separate area, which is setback from the building, for visitor (and vendor) parking.

· Advise security personnel to be alert to the presence of suspicious packages or illegally parked or unidentified vehicles, and to bring it to the immediate attention of management.

· Consider installing security film on lower and first floor windows that face public streets and parking areas.

· Perform regular audits of all security procedures to ensure that, among other things, maintenance programs affecting security are up to date, security officers are patrolling the premises as required, and security reports are being filed.

Access Control

· Provide a reception desk in the lobby of the building to control access into the building.
· Confirm appointments of all visitors and issue temporary ID badges.
· Establish a messenger center for all deliveries.

· Issue identification cards to all personnel and tenants that bear their photograph and signature, require the use of I.D. cards for access, and require that cards be displayed at all times on the premises.

· Restrict access to shipping and receiving areas and provide closed-circuit television surveillance.

· Lock restrooms located in common building areas and require the use of a key for access.

Security Personnel

· Assure that security personnel are properly selected and trained. Most States mandate a FBI fingerprints check of the applicant and minimum training requirements.

· To provide the greatest deterrence, have security personnel patrol the facility. This deterrence is supported when security personnel are dressed distinctively and their vehicles are conspicuously marked.

· Provide supervision of all security functions, particularly patrols.

· Install a communications system that has the capability of communicating with tenants and visitors, dispatching security personnel, and transmitting requests to outside agencies for assistance.
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The information contained in this publication was obtained from sources believed to be reliable. ISO Services Properties, Inc., its companies and employees make no guarantee of results and assume no liability in connection with either the information herein contained or the safety suggestions herein made. Moreover, it cannot be assumed that every acceptable safety procedure is contained herein or that abnormal or unusual circumstances may not warrant or require further or additional procedure.
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