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What Businesses Can Do to Reduce the Risk of Identity Theft
Identity theft has become one of the fastest-growing crimes in the United States. Identity theft refers to all types of crime in which someone wrongfully obtains and uses another person's personal data in some way that involves fraud or deception, typically for economic gain. According to a survey by the Federal Trade Commission (FTC), identity theft losses to businesses and financial institutions in 2002 totaled nearly $48 billion and consumer victims reported $5 billion in out-of-pocket expenses. The 2003 survey, “Federal Trade Commission – Identity Theft Survey Report,” also found that 27.3 million Americans had been victims of identity theft in the last five years, including 9.9 million people in 2002 alone. The FTC has provided the following information to help businesses reduce their risk of identity theft.

· Keep valuable customer data, such as credit-card or bank account numbers, in a secure location in your business so that it is not readily visible to others who may have access to the premises.

· Shred or destroy paperwork you no longer need, such as bank machine receipts, receipts from electronic and credit card purchases, utility bills, and any other document from customer transactions that contains personal and/or financial information.

· If part of your business involves online transactions, check regularly to see whether someone has set up a “spoof site” in the name of your business. If you find a spoof site, check the Uniform Resource Locator (URL) of the site to find the domain name (e.g., “www.what-a-scam.com”), look up that domain name through domain name registrar sites to find out which web hosting service or Internet service provider the spoof site is using, and contact that service or provider immediately.

· If your business has a Web site that customers can use to order merchandise or enter valuable personal data, have your information technology staff check regularly to ensure that there are no security “holes” through which others can improperly access customer data. This includes all upgrades of software used on your site. Security holes are sometimes inadvertently created as current programs are upgraded or patched, but may expose customer data for long periods of time if they are not found and fixed promptly.

· Regardless of the size of your business, decide on a fraud prevention and detection program that you can afford and implement it promptly. Online businesses, which often depend on credit cards for payment, should consult the financial institutions with which they have merchant relationships, and the major payment-card associations as appropriate, to learn what programs or mechanisms may be most suitable for their businesses.

· Online merchants should be especially vigilant because when they handle “card-not-present” transactions, they may be held financially responsible for a fraudulent transaction even when the card issuer has approved that transaction.

· Merchants who conduct business face-to-face with their customers should consider establishing a uniform policy of requiring more than one form of identification when a customer is paying by check or credit card. In any event, all card-present merchants also need to ensure that they abide by all operating regulations of their payment-card associations, including taking all necessary steps to ensure, for each consumer transaction involving a payment card, that the card, the cardholder, and the transaction are legitimate.

· Order a copy of your credit report from the major credit reporting agencies at least once every year. Check with the credit bureaus to see whether there is a charge for this service. Make sure your credit report is accurate and includes only those activities that you have authorized.

If your business has become a victim of identity theft, you should take three immediate steps. First, contact the financial institution with which you have your merchant relationship. Second, report the matter to your local police. Police authorities often will take reports even if the crime ultimately may be investigated by another law enforcement agency. In addition, the police report may be useful in dealing with your financial institution or other businesses about the identity theft. Third, report your identity theft case immediately to the appropriate government organization (e.g., FTC) and the fraud department of any of the three major credit bureaus (i.e., Equifax, Experian, or Trans Union).
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The information contained in this publication was obtained from sources believed to be reliable. ISO Services Properties, Inc., its companies and employees make no guarantee of results and assume no liability in connection with either the information herein contained or the safety suggestions herein made. Moreover, it cannot be assumed that every acceptable safety procedure is contained herein or that abnormal or unusual circumstances may not warrant or require further or additional procedure.
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